ORACLE

Cloud Infrastructure

Roving Edge Infrastructure
October 11, 2024



Table of contents

Contents

Roving Edge INfrastrUCIUN €......cc.ce i 7
OVEIVIBIW. ...ttt b e bt e bt e bt e ekt beh e h e s e e h e e e b e e eE oA e eE e A e eb e 1E e bt seeb e e e e b e eE e Rt e b e st e b et e b e e eb e st et e ne et e seebennas 7
PrEIEOUISITES. ...ttt b et bbb e b e s e b e s e b e s e e bt s e e bt s e e bt s b e Rt e b et b et b e b e b e 8
Differences from Oracle Cloud INFrastrUCIUNE..........ceoviiriririeeee e 9
TAGGING RESOUICES......c.viuertiuerteeetere ettt ettt ettt b ettt b et b e b e bt s e e bt e e bt e e st s e e st s b et s b e e b e s e b e s b e e nennens 9
ContaCting OraCle SUPPOIT.......c.couiiriiiet ittt ettt b e b e bbbt b b 9
Viewing a PDF Of thiS GUITE..........ccoiiiie e e 9
(00700 o £ T TSSOV PR PR PPTURPRUON 10
DEVICE SPECITICALIONS. ... .ueeeiiiteeetee ettt sttt b et b et b e st b e s e b e se bt s e ebe s e bt s b e st s b et sb et ebeneebeneebe e 11
Safety and COmMPlIaNCE RESOUITES..........couiiruiiriiieiiieies ettt ettt sttt 14
SEIT-ENCIYPLION. ...ttt e et e bbbt bbbt b et b e e b st e bbbt e bt e et bt nn e 14
TaAMPEr-EVIAENT SEAIS.....ccueiiieieie ettt e et s b et bbb 14

UIra BAtEry OpPiONS.......coviertiietiietereetereeieriee sttt s ettt b et bttt 14
SEIVICE POITS.....ectieteieete ettt bbbt b et b e bt e st b s st b e bt bt e bt e bt b e bt st e ne b et b e b e enn 14
Running CLIs on Device-Hosted COMPULE INSEANCES...........couruierieriririeenieesie et 15
L0100 11 VS 0o o 4 TP TP U USRS 15
Supported Regions for Roving Edge INfrastrUCIUre..........c.coeiieriinnenneeeereeee e 15
Countries Where Y ou Can Ship DEVICES.......c.coeiiiiriiirieerierestesesie sttt sree e ere e 16
SEIVICE LIMITS. ...ttt sttt b et b e e b e e b e e b e se bt b et b et e b et e b e e e b e se e b e ne ek e se ekt seebesaeneseenenbeneas 22
REGUESLING DEVICES......cctieeteieeitieete ettt sttt sttt ettt b et b et bbbt b et b e b e st b ne b e e bt nbese b st b 22
Device Ordering REQUIFEMENTS.........coiiiieerieie sttt ettt st s ebe e b e b see s saeneseenesreneas 23
REGUESE 8 DIBVICE..... etttk b et bbbt e bbbt s bbbt b et e e b e e b e s s s 24
ViIiewing Y Our REQUESE SEALUS........civeuereeierieierieie ettt sttt st sttt st sttt 24

How Oracle ProviSions Y OUr REQUESL........couciiiirieiriicrieesteeste sttt ene e 24
Establishing the CertifiCate AULNOIITY.........cocoiiiiriie bbb 25
Setting Up Oracle ROVING EAQE DEVICE........ciciieieieeie ettt sttt st e 25
Receive and INspect the SIPMENL....... ... 26
Remove the Ruggedized Case ENO-Caps.........cocireiriiriiiniensieneete sttt sne e 27

Mount the DEVICE 1N 8 RECK.........coiiieiireiree bbb 30

Rear Panel 1dentifiCaliON.........coeviuiiriireiereeseer et b bbb 32

CADIE ThE DEVICE. ...ttt bbbt b bbb bbbt bttt nn e e s 34

Set Up Terminal EMUIBLION. ..ot 36

POWES ON the DEVICE. ...ttt bbb bbbt bt 37
Configure NEtWOrK ParamMeLerS..........coueiiuiiriiieiereee ettt bbb et 37
UNIOCK the DBVICE.......eeetiietiieeieree ettt b b s bbbt e bbbttt nb e b s 38
Download the ROOt CA CertifiCaLE........coeireeirieerieeete ettt ere e 39
AAMINISEENTNG DEVICES.......cuiieeiiieeieieee ettt st et st eea s bbbt bt b et b e st e b e se e b e s e e b e st e bt seene st ne e 43
Operating the Sefial CONSOIE.........ccciiiiiie ettt 43
RESEIING DEVICES.....ceeueieeeiteeete ettt b et b et b et b e st b e st b e e b e bbb et b et bttt ebne 44
Avoiding Storage Overages USiNG Safe MOUE..........cociiiirinnireenee st 45
MaNAGIiNG thE BANNEY ........cuiiiiuiiitiietieet ettt ettt b et b bbbt st 45
MaNagiNG the NEIWOTK........coueeiriiirierie bbbt b ettt se e 46
ManNagiNg Y OUE PSSIWOIT........couiiiuiireiietirieiesie sttt b et e et nbne 47
Managing Your SyStEM UPQrates........c.ccereerieerieeniet ettt st sttt st st 48
Displaying the Serial ENCryption KEY ... e 48
ACCESSING @ DBVICE. ...ttt bbb e bbbt e bt b st bbbt e b etk e e eb et e b e st b e bennene e 48
Accessing the Oracle Cloud Infrastructure Cloud CONSOIE.........ccccvvireieienene e 48
Accessing the Roving Edge Infrastructure Device CONSOIE...........oooviirrirneneenee e 49
CommMaNd LiNe INEEITACE.......ccuiieireere bbb 51




Table of contents

AP b bR R R AR R R e R e R R R e R e R R Rt Rt Rt r et r e ee 52
Using the Command Line INEEITACE.........coiiriiiieieie ettt et e e 52
MinimumM REQUITEA CLI VEISION.....ccuiiiiiiiiieieerieie ettt st st e e et ae b e 52
DeterMiNiNG CLI VEISIONS.......cooiiiiiiiiieie ettt s b e b b et st ese e e e e et e e e beeaesaesbesbesaeseeeas 52
UPdating Y OUr HOSES FI ..ottt ettt st sae st e 52
1S = T To T 1 L= O USSR 53
Setting Up the CONfig File ..o e b 53
Setting Up the OCI CLI RC File.....ciiiiieieeese et 55
USING TN CL1..etieeiieeet ettt b b e bt e bt et s e s e b e b bt st nens 56
Required and Optional ParamELerS...........ooiierierererierieieeeee sttt st e e e e e e eneenes 58
RUNNING CLIS 0N & VM TNSLANCE.......ceeeiieieieiieiceeeeet ettt sttt be b b sae b e seen 58
UNSUPPOITEd CLI COMMIBNGS.......cviteeeeeeeteeeieeterie st ste s eesbesee e be e e ee e e e e e e eaessesaesbesbesaeseesbeseeseens 58
Accessing Command Line INterface HEIP... ..o e 60
(000 o (41 0o J D= Y o= USSR 61
COMPAITIMENTS. ...ttt ettt ettt sttt e s he e e e she e be s e e e b e eheea b e ehe e bt eaeeebeeae e eaeeaeesaeemeesheeaeesaeebesbeenbesaeenbesneanes 68
USAOE GUITEIINES. ...ttt ettt b bbbt b e s bt s e e e £ e e e s e s e e me e st eh e e bt eReebesbeseeeb et e see e eneeneenene 69
StOrage CapaCity USAOE.. ... .ocueeerieeeieireeieete ettt sttt s e e et ae st e bt b e sbesaesbe s b seess et e e e e eneenenaene 69
CPU Usage RECOMMENUALIONS........couiiuiiiieieeeie ettt sttt e s e se e e e sbesbesaesaesbeseeseens 69
S L] o o] T o= USSR 69
Allowing Access to Roving Edge Infrastructure Resources in OCl.........cocooeievenieneneeneeieeeneseeenee 69
Allowing the Roving Edge Infrastructure Service to Attach Workloads............c.ccooevineieiincieneccnns 70
Ordering Roving Edge Infrastructure Devices Using the CONSOIE.........ccocveeririenenienienene e 70
Allowing Y our Roving Edge Infrastructure Devices Object Storage ACCESS........cccverererereriesenereens 70
Enabling Disconnected Upgrade Bundle DeliVErY ... 71
Enabling Certificate ManagemMeNt..........coo it sb e sre s 71
POLICY EXAMPIES....c.eeieiieie ettt ettt h e b e bt ebe b e s b se e e b et e se e e enee e e e e 72
PEITIISSIONS. ...ttt b et h e b b e b e Rt R s R R R e R e R e R e R R R R Rt Rt Rt r et r et r s 72
BIOCK VOIUIME. ...ttt bbbttt bbbt bt b e 73
(00 gL o= (=SSOSO TSP PRR PR 89
(0001001 011 OO U RO U PR TRTOP 90
Data SYNCRIrONIZALION. ..ot s b bbb e et e e b s b eae b e see e 103
D E="0] 101 oxs USSR 104
BV IS ...t h et h e et he oA e R e e Rt R e e EeeRe e bt eaEeeRe e et eReenesneeneeeaeas 106
TABNLILY (TAM) ottt b bbbt e bt et et b et b e n s 107
1Y/ Ko] 011 (o] 1 T OSSR 111
NS Y04 (] o T OSSR 112
L0 o 1= ot S 0 = o L= USSR 123
Y S 1 T oo = [OOSR 126
MaANBGING MBSLEN KBYS......eiiiieeitiier ettt h e bt bt et b et se e e e et e e e e e e et e aeebe e bt saesbesbeseeseetas 127
USING YOUr OWN MESEEN KBY ..ottt sttt et s b b sae e e 127
Shredding the MastEr KEY ... .ottt b e e b 129
Recovering Your Device After Shredding the Master K@y ... 129
(T 1] o IS =T = TP 129
Creating and Launching INSEANCES.........coiiiiriirie et e 130
Managing Files USING ObjECE SEOFBE........couerueeeieieieiererie sttt sttt e resae e 132
SYNCING Y OUF DBEAL....c ettt ettt he b e aesbesbe b s e e s be st se e s et e e et enenneeneenea 134
DIEVICE NOUES......oceteeetee ettt bbb se bt h e s e bt et e Rt Rt R et R et b et b et e b e ne bt e b e s st nn s 134
Creating @ DEVICE NOE........ooeiiiee et b et sttt e e e e e aeenenaeeae 135
Attaching a Workload t0 @ DeVICe NOGE..........cceiiiiiiniiieee et 137
Listing Workloads for 8 DeViCe NOUE............ooeieriiieeeeeeeere ettt s ene 139
Deleting a Workload from a DeVice NOGE..........cocooiiiiiiiniie e e 139
Submitting & DeVice NOE REQUESE........ccoiiiiieeeeetere sttt s s 140
LiStiNg DEVICE NOUES.......ccueiireiieitiie ettt ettt b et e e s et b e e e et et et e se et et e b e sbesbesaesbe b ses 141
Listing Device NOUE ShaES........co.oiiiiiieiiiee et et b e b e e e b s 141
Getting @ DeViCe NOUE'S DELAIIS.......cc.coueeeeeeeieeeeceere sttt sb e s b b e e 141
Editing @ DEVICE NOE. .......coiiuiieiiiie ittt b e bbb bbb e bt se e e e 142




Table of contents

Moving a Device Node Between ComPartmeENES..........cooereeirererenere st ene 142
Deleting 8 DEVICE NOUE.........couiiiiiiie ittt b e et st e e e e se e saesaenne e 143
UITEB NOGES...... ettt bbb s bbb bbb R bRt E et Rt b et b e e b e e b e nn s 144
Creating @n UITa NOGE. ..ot sttt ne b e 145
Attaching a Workload to an UItra NOE..........cccoriiiiiiiiine e e 147
Listing Workloads for an Ultra NOGE............coiiiiiiiiiere e 148
Deleting a Workload from an UItra NOGE..........coeeiriririiii e 149
Submitting an Ultra NOJE REQUESE...... ..o 150
LiStiNG UIFA NOUES.......c.eiiieiteiterie ettt sttt b e bbb e e et e e e e e e et e st ebesaesaesbeneas 150
Listing Ultra NOOE ShaES........couiiiiieeeeie ettt et b e sae b e e 151
Getting an Ultra NOGE'S DELAIIS.......ccueiuiieiieieeeeeeeee e s be bbb e seen 151
Editing @n UIIa NOOE......c.coeieieee ettt s st s e e et e e 152
Moving an Ultra Node Between COmMPartmENES...........coerereereeririereeesese e 152
Deleting an UIIa NOGE.........cooiiiiieerieie ettt e e e et et aesne b naas 153
Using USB Devices With UIra NOUES..........cc.ooeiiririieieeere e b 153
Attaching OCI Marketplace-Based WOrKIOadSs..........ccccouririririiire e 154
D= Y oAV Lo g 1] (ol 1 oo SRV 155
Monitoring RoVINg EAQE DEVICE SEBLUS.........coeiiiiriirieriiiesie et s e 156
DIEVICE MBIIICS. ..ttt b et bt h e b s e b s e bt e bt e e st e Rt R et e R et e b et b et e b e e b e e b e b nn s 156
USING the DEVICE CONSOIE........eiuiiieuiitiie ettt ettt b et sb e s b b see b et e b e se e s e e et e e eneenas 156
D= F= RSV oot 00 0 TIZz (oo ST 157
Creating @ Data SYNC TaSK......oiiieiirieierie ettt ea ettt sttt st s e e e e e et e e et sesaesbesaesaeas 157
LiSting Data SYNC TASKS.....cceeuiruerieiieterie sttt sttt e et ebe st sae b e besee st e beseese e e e e e e e neeneeneeaeebeneas 158
Getting a Data SYNC Task'S DELalS........cc.oouiieiriieene e 158
Editing @ Dala SYNC TaSK....c.eeeeeeieiriieeeiesiene sttt et sttt be st sb e s b et st e beseese e b e e e e e e neenas 159
Starting @ DAt SYNC TaSK......coueiueriirieiiietese ettt ea et sb e b e bbb e e e e e e e e e seese e e enesbe e e 159
StOPPING 8 DAL SYNC TASK.....euiitiiteiie ettt sttt b e e e se e e e se bt sbesbesbeseesbenbesens 159
Deleting @ Dala SYNC TASK.....cueririruirterieriesieste ettt sb st ae b besee st e be e e st e e e e e e et eseeneeaesbeneas 160
Device Software VEersion MaNagBMENL...........cceoeiiriiriererieiee e ste st st sbesee e seesbesee e e e e e e e esessesnesaens 160
Identifying the DeviCe SOftWare VEISION........cceiiiuireiereereeee ettt s e ene 160
Upgrading the Roving Edge Device Software while Connected.............cooveieieneneneneceeeeeeiee 161
Upgrading the Roving Edge Device Software while DiSCONNECted............ccceoerereneneneninene e 162
Rolling Back the Device Software to the Previous VErSION..........c.cceveieiineneneeeeeeeesesese e 165
Collecting Device DiagnostiC INfOMMELTiON........c..iiiieieieiiee ettt sb e s sbe e e 166
Enabling Diagnostics Standard MOGE............cocoeiriiiiiieii e s 167
Enabling Diagnostics Minimum ServiceS MOGE.........cc.ooiririrenenere st 168
Creating a Diagn0ostic BUNIE............oouiiieeee e e 169
Listing DiagnOStiC BUNAIES.........c.coiiiriieii sttt sbe st sttt st sne s 171
Getting a Diagnostic BUNAIE'S DELaAIIS...........ooiiieieieieee e e 171
Canceling a Diagnostic BUNAI@ iN ProOgreSS........ooeieieirieieeereeeeere ettt 172
Downloading a DiagnostiC BUNGIE............coiiiiiiiiiiise ettt e 172
Decrypting and Submitting a Diagnostic BUndIe.............ccooriiiiiiiiiisee e 173
Exiting From a DiagnOStiCS MOGE........cceiuiiiiiiiiiieie et s 173
Running DiagNOStiC COMIMANGS.........oceiiiirieriieiese ettt it see st b e bt se e e e e e e et ebeeaesaesbesbeseeseenean 174
Creating a Diagnostic COMMENG..........ciiiirerieieeieiee ettt et e e ae b b saesre st ses 174
Listing DiagnoStiC COMMEBNGS..........coeiuiruirierieiee ettt sbe bbb see e b s e e e e e e e e sesbesaesaesbeneas 175
Getting a Diagnostic CommaNd's DELAIIS.........cocoieierieieiire e e 175
Downloading a Diagnostic Command'sS OULPUL...........coeeeerreeerereee st e e e sve e 175
Canceling a Diagnostic Command iN PrOGrESS.........c.cuoiieiiiinierereereeie et 175
CertifiCate MaNAOEIMENL.........coi ittt he bbbt be b se e s e bese et e meeae et eseebeeaeeaeebesbesaeseentas 176
Getting @ CertifiCatE'S DELAIIS........ooueieieeeeeeeee et s b e st be e 176
Getting a Certificate Authority (CA) BUNdIE'S DEalS.........cccoireriiiniieee e 177
Updating a CertifiCate's DELailS........cc.ooveiieiriieeieee et et e 177
Renewing a Certificate While CONNECLEM..........couiiriiiiiie e e 178
Renewing a Certificate While DiSCONNECIEM..........coceiiiireririie et e 178
Creating a Certificate While CONNECLEM..........ooviiiieeiee e e 180




Table of contents

Creating a Certificate While DiSCONNECLE...........oouiiiirirere et 181
Identity and Access Management (IAM) .. ..o ettt b e ae st st sae e e nes 183
U SIS, .ottt ettt h ettt h et bRt h R e R R R R R R R R R R AR Re R RS e R e R e R e Rt e Rt e Rt et n et nne 183
USEN CIEUENLIAIS. ... c.eieeeiteeet ettt r e bt b e bt e b sr et r et e bt e b e e b e erenrene e 186
USEE GIOUDS. . veeeentesieetesuee st eus e bt eaeesbe e et saeeaeesaeesbesaeesbeeae e beea e e b e e aeeeb e e ae e ebe e et eaeeaeeeaeesbeeneesbennsesbennrenbeans 194
ApPPlyiNg LOCKOUL POIICIES t0 USENS......cceiiiiiiieiiesiesie ettt st et se e eneas 198
Compute Virtual Maching INFrastrUCIUNE...........ooi i e sre 199
Preserving HOSES FilE EQITS.... ..ottt s 199
UPABLING DINS......ooeeiiieiiiteest ettt bbb ettt b et bt e et et n et b et r et e 200
Adding cloud-init TNFOIMELION..........cociiiiii e e et sa s 200
Oracle Repositories on Oracle LiNUX TNSLANCES..........coerereeirireeenere sttt s ene 200
Running CLIs on Device-Hosted Compute INSEANCES.........ccoerirerereriiniene e 201
INSLANCES. ...ttt et e e et 203
Configuring MUIIPIE VINICS......couiiieeie et et sttt e e ene s 215
Updating a VM when the 1P Pool Range Changes...........ccoererirnenenere e 216
CUSLOM IMIBOES......eeieeeiee itttk st et ae et et e sttt esee e e sheeaeesbeeabesheenbeeheenbeehe e bt eaeebeeaeesaeeneeseeeneeseean 216
BOOt VOIUMES.......ceiitiiteeet ettt ettt st b et s bt et r et bt s r et p et r e 224
CONSOIE HISIONY CaPLUIE......ueiueetiitieie ettt sttt b et sb e bbbt e b se e e e e e e e e e ne e ene 230
(0 o L= oS 0] = o L= NPT 233
Performance and Usage ThresholaS...........ooeeieieene e e 233
AmMazon S3 ComMPALibDIlITy APl ... bbb e e 233
BUCKELS.....c et ettt b e b ae bt b e b e e b e e s e e e et et et e Rt ae Rt ebenbenae e 240
L0 o= ot £ U USSR 244
Running FUNCtions 0N ObJECE SEOFBOE........ccvereeeeieieeeiere ettt e sbesae e 252
(@ o L= oY= = oo oo IR 253
BIOCK VOIUIMES.......coeitiiiteeetere ettt bbb bt e b e bt s bt b et bt e b e e b e st b e neebeseebenn s e nnene s 257
Creating @ BIOCK VOIUME. .....c.iiii ettt s b e bt see e 257
Listing BIOCK VOIUMES........coiiiiiiiieiectene ettt bbb st st e et 258
Getting @ BIOCK VOIUME'S DELAIIS........coiiiiieieee ettt s 258
ReNaming @ BIOCK VOIUMIE........c.oiiiiiii ittt bttt b bbb e 259
Deleting @ BIOCK VOIUMIE.......co.oiiiiiiiieie ettt st et b et ae bt sae st 259
Block Volume Attachment Management...........coeveereeiereerieerere et st sae s ene 260
= V0 4 (] o USSR 262
PUBIIC TP AGIESSES.......ceeeectesteee sttt b ettt r et n e r e 263
Virtual Cloud NEtWOIKS (VCNS) ..ottt st et saesbe b e 267
SUDNELS. ...ttt b e bt b e h e h Rt E R R e R R R R R ek R R Rt R R 270
Virtual Network Interface Cards (VINICS)... ..ot s e 273
BV EINIES ... b et h e e e e AR e Ee R e e b e ea R e R e e AR e eRe e Rt eRe e Rt eReeeReeaeesReenesbenrenreen 277
Creating @n EVENES RUIE........ooo ittt st bbb b e b e 277
LiStiNg EVENES RUIES.........ooieee et st et e ettt sb e bbbt e 278
Getting an EventS RUIE'S DELAIIS..........cooe it 279
Editing @n EVENES RUIE.........oieeee et e et eb b e 279
ENabling an EVENES RUIE.........oui et s 280
Disabling @n EVENES RUIE.........oiiieeiee et bbb st se e e enea 280
Deleting an BEVENES RUIE..........oo ittt sb e b e 280
RELUNING DEVICES 10 OFBCIE....... ettt b et s b e b e et e e e e et se et e aeebesae b sbe e e 281
Contacting Oracle fOr DEVICE REIUIMN........oouiieieieeeeeee ettt sae e sae s 281
Preparing DeviCes fOr REIUMN. ..o et b e e 281
Returning NON-WOIKING DEVICES.........coiiiririe ettt st st e e et sae e 281
LI 010 1011=S g ool 1o TR SRR 281
(€1 1= - ST T ST PSP POR PR 281
VS0 1T oo = L= OSSR 282
NS Y04 (] o TR OSSR 283
RS 0 =0 < PP P S PROT 283
COMPUEE/TNSLBINCES. ... vttt sttt see st et et ae et eheebe bt sbesbeseesee b eneese e e enseneeaeeaeebesaesaesbesbeseenbenbeseans 284
Data SYNCRIrONIZALION. ..ot s b s bbb e e e sae s eaesbe b e 288




Known |ssues.

An Oracle Linux 9 instance takes a While t0 DOOL..........occuiiiceii it



Roving Edge Infrastructure

@ Roving Edge Infrastructure

Use Roving Edge Infrastructure to put fundamental Oracle Cloud Infrastructure services
where datais generated and consumed, regardless of network connectivity, through the What's new
use of Roving Edge Devices.

Get Started On-Device Services Developer Tools
Overview of Roving Edge I dentity and access management API for Roving Edge
Infrastructure . . Infrastructure
Compute virtual machine
Access Roving Edge infrastructure CLI for Roving Edge
Infrastructure . Infrastructure
Object storage
Review device specifications SDKsand the CLI
Block volumes
Set up Roving Edge . Cloud Shell
Infrastructure Networking
Manage nodes Functions
X Community
Product page leCl ¢ |
Device Tasks Oracle Cloud Infrastructure blog
Monitor devices Cloud infrastructure community
Troubleshooting forum
Troubleshooting on page 281 M anage device software
versions
Synchronize device data with Support
OCl Getting Help and Contacting
Support

Create a service request

Overview of Oracle Roving Edge Infrastructure

Learn about the Roving Edge Infrastructure service and associated devices, including how it works and what it does.

Oracle Roving Edge Infrastructure is a cloud-integrated service that puts fundamental Oracle Cloud Infrastructure
services where data is generated and consumed. Roving Edge Infrastructure devices provide high-performance
computing, such as analytics, machine learning, and location-based services, and storage capabilities that operate with
intermittent or no internet connectivity.

Roving Edge Infrastructure is the extension of your Oracle Cloud Infrastructure tenancy. Y ou request to have virtual
machines and objects from your tenancy loaded onto Oracle Cloud Infrastructure devices by creating and configuring
Oracle Cloud Infrastructure device node resources in Oracle Cloud Infrastructure. These nodes function as requests
for the corresponding devices, and also indicate what Oracle Cloud Infrastructure-based content is to be pre-loaded,
or provisioned, on them. Y ou can synchronize your object storage datasets with your Oracle Cloud Infrastructure
tenancy after establishing an internet connection between the RED and your home Oracle Cloud Infrastructure region.

How to Use Roving Edge Infrastructure

Common uses for Roving Edge Infrastructure include:

Oracle Cloud Infrastructure Roving Edge Infrastructure 7


https://docs.oracle.com/iaas/releasenotes/services/rover/
https://www.oracle.com/cloud/roving-edge-infrastructure/
https://docs.oracle.com/iaas/api/#/en/rover/latest/
https://docs.oracle.com/iaas/api/#/en/rover/latest/
https://docs.oracle.com/iaas/tools/oci-cli/latest/oci_cli_docs/cmdref/rover.html
https://docs.oracle.com/iaas/tools/oci-cli/latest/oci_cli_docs/cmdref/rover.html
https://docs.oracle.com/iaas/Content/API/Concepts/sdks.htm
https://docs.oracle.com/iaas/Content/API/Concepts/devcloudshellintro.htm
https://blogs.oracle.com/cloud-infrastructure/
https://community.oracle.com/tech/apps-infra/categories/18430-cloud-infrastructure
https://community.oracle.com/tech/apps-infra/categories/18430-cloud-infrastructure
https://docs.oracle.com/iaas/Content/GSG/Tasks/contactingsupport.htm
https://docs.oracle.com/iaas/Content/GSG/Tasks/contactingsupport.htm
https://support.oracle.com

Roving Edge Infrastructure

» Storage and processing of large volumes of images, video, audio, and internet of things (10T) sensor data
generated in environments where WAN connection is latent or unavailable. Y ou can pre-process, filter, compress,
and secure the data locally, then transfer it to Oracle Cloud Infrastructure where it can be further processed in the
cloud.

« Compute and 10 intensive applications, where low latency is paramount, such as tactical reconnaissance or 5G
communications.

« Machine learning, where models trained in the cloud are running in disconnected locations to improve efficiency,
intelligence and productivity.

« Remote computing requiring elevated security and airtight containment of data.

* Low-latency Oracle Database and Analytics workloads, with more Oracle applications optimized over time.

Note:

Ordering Oracle Roving Edge I nfrastructure devices requires important
terms and conditions to be understood and acknowledged before taking
possession. Confirm that these terms and conditions have been included as
part of your Oracle Cloud agreement. After Oracle validates your request,
your Roving Edge Infrastructure devices are provisioned and available for
your possession.

Roving Edge Infrastructure Device Options

The physical component is the Roving Edge Infrastructure device, which allows you to transport and establish your
Oracle Cloud Infrastructure environment where you need it. Roving Edge Infrastructure device options consist of the
following:

* Roving Edge device (RED): A portable high-powered server that has been ruggedized to operate in remote and
austere environments. These devices are highly portable and can be set up and taken down as needed.

* Roving Edge Ultra (Ultra): A single device contained in a backpack-like transporter that an individua can
carry. Ultradoesn't require a separate power source. A single person can operate Ultrain aremote or difficult
environment where establishment of REDs isn't feasible. Ultra has less storage and computing capabilities than a
RED.

The Roving Edge Infrastructure devices arrive preconfigured and ready for use. Just power the devices up, configure
the network settings, and connect to your local network. Y ou can synchronize object storage data between your
Roving Edge Infrastructure devices and your Oracle Cloud Infrastructure tenancy.

Subscribing to Roving Edge Release Notes RSS Feed

Each OCI service includes release notes that announce new features and functionality, and sometimes lists fixes. Y ou
can navigate to release notes from each service's home page (for example, Roving Edge Infrastructure Home), then
click What's New.

Note that known issues are published in the Known Issues section for each service, and not included in Release Notes.
For Roving Edge Known Issues, see Known Issues for Roving Edge Infrastructure.

To receive Roving Edge Release Notes in your RSS feed, put the following URL into your RSS reader or email
utility:

https://docs. oracl e. com en-us/i aas/rel easenot es/ servi ces/rover/feed

Prerequisites

This section describes prerequisites for requesting and using the Roving Edge Infrastructure service and its associated
devices.
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Knowledge Requirements

Using the Roving Edge Infrastructure service and Roving Edge Infrastructure devices has the following knowledge
reguirements:

» Experience and understanding of Oracle Cloud Infrastructure services and features. Be comfortable creating
and managing service resources such as compute instances, object storage buckets, and Identity and Access
Management (IAM) tasks before ordering REDs.

» Expertise in hardware device integration, including cabling and switching.

Oracle Cloud Infrastructure Requirements
Before you can order and set up REDs within your environment, you must perform the following prerequisite tasks:

« Establish an existing Oracle Cloud Infrastructure tenancy.

» Determine what Oracle Cloud Infrastructure-based workloads (buckets and images) you want to be installed on
the REDs.

« Determine whether you need a single RED or a Roving Edge Ultrato meet your needs.

Differences from Oracle Cloud Infrastructure
Roving Edge Infrastructure differs from Oracle Cloud Infrastructure in the following ways:

» All Roving Edge Infrastructure users have administrator access.
* Theseitemsonly have a single default option:

¢ Compartment
» Object storage namespace
* Auvailability domain
* Region
e Tenancy
e User group
» These Oracle Cloud Infrastructure features are not supported (and not limited to) on Roving Edge Infrastructure
devices:

* Tagging

* Moving resources to a different compartment (only a single default compartment is available)
« Object storage replication

» Object storage retention rules

» Object storage bucket re-encryption

* iSCSI block volumes (default is paravirtualized)

«  Getting namespace metadata details

Tagging Resources

Apply tags to your Roving Edge I nfrastructure resources to help organize them according to your business needs. Y ou
can apply tags at the time you create a resource, or you can update the resource later with the wanted tags. For general
information about applying tags, see Resource Tags.

Contacting Oracle Support

Oracle provides various methods to help you in using its products. See Open a Support Ticket for more information.

Viewing a PDF of this Guide

Click the following link to display a PDF of the Roving Edge I nfrastructure Developer and User Guide that you can
save to your local computer.

Roving Edge Infrastructure Developer and User Guide
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Note:

Y ou can view the PDF file offline. However, it contains links to other Oracle
Cloud Infrastructure documentation that requires an internet connection to
view.

Concepts

Describes Roving Edge Infrastructure concepts related to its features and functionality.

Be familiar with these concepts before setting up and using your Roving Edge Infrastructure service and devices.

General

Oracle Cloud Infrastructure: The Infrastructure as a Service (laaS) platform within which the Roving Edge
Infrastructure and the other services operate.

Oracle Cloud Infrastructure Console: The web browser-based user interface for interacting with Oracle Cloud
Infrastructure.

Command Line Interface: The method of running the Oracle Cloud Infrastructure service features and
functionality using text-based commands from a command prompt window.

API: The method of running Oracle Cloud Infrastructure service features and functionality programmatically
application programming interface (API) commands.

Roving Edge I nfrastructur e Device Console: The web browser-based user interface for interacting with your
Roving Edge Infrastructure device.

Roving Edge Infrastructure

The following resources and concepts are related to the Roving Edge Infrastructure service and Roving Edge
Infrastructure devices.

Roving Edge I nfrastructure: The Oracle Cloud Infrastructure service that allows you to operate cloud-based
workloads outside of the data center.

Roving Edge device (RED): A high-powered and portable server that can run core laaS services optimized for
remote computing and storage.

Roving Edge Ultra (Ultra): A single battery-powered Roving Edge Infrastructure device capable of being carried
by an individual. Ultra provides a highly-portable and rugged edge computing device you can use in indoor and
outdoor environments. The device requires minimal protection from the elements, and is able to operate without
consistent access to power. Ultra has less storage and computing capabilities than atraditional RED.
Provisioning: The process of loading the required data onto the REDs from the Oracle Cloud Infrastructure
compartment and buckets you specify.

Node: The Roving Edge Infrastructure service resource that represents a single RED or Roving Edge Ultradevice.
See Roving Edge Device Nodes and Roving Edge Ultra Nodes.

Workload: The object storage bucket or compute custom image that is being provisioned from your Oracle
Cloud Infrastructure tenancy to your REDs. See the topic for attaching a workload to your particular Roving Edge
Infrastructure device node, for example, Attaching a Workload to Roving Edge Device Node.

Data Sync: Transmission of object storage data between buckets on your Roving Edge Infrastructure devices

and your Oracle Cloud Infrastructure tenancy. This update allows you to synchronize data between the RED and
Oracle Cloud Infrastructure cloud, and perform software updates. See Data Sync Tasks.

Device Software Version Management: The process of updating the operating system version of your device to
alater version. Y ou can also revert your device software to the previously-installed version. See Device Software
Versions.

Identity and Access

The following identity and access resources have been optimized for use with Roving Edge Infrastructure:
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e User: A user account that can access Roving Edge Infrastructure device features and functionality. All users have
Administrator privileges. See Users.

e Group: A collection of users. Features and functionality applied to a group affects all member users. Roving Edge
Infrastructure device nodes only use a single default group. Y ou can't create more groups. See User Groups on
page 194.

« Policies: A document that specifies who can access which resources, and how. Accessis granted at the group
and compartment level, which means you can write apolicy that gives a group a specific type of accesswithin
a specific compartment, or to the tenancy itself. See Policies for Managing Roving Edge Infrastructure on page
69.

Compute Virtual Machine

The following compute virtual machine (VM) resources have been optimized for use with Roving Edge
Infrastructure:

e Instance: A virtua machine (VM) host running in a RED. See Instances.

* Image: A template of avirtual hard drive. The image determines the operating system and other software for an
instance. See Images.

« Shape: A template that determines the number of CPUs, amount of memory, and other resources that are allocated
to aninstance.

e Boot Volume: A detachable boot volume device that contains the image used to boot a compute instance. See
Boot Volumes.

» Console History Capture: The capture of Serial Console datafor an instance. The data is useful for checking the
status of the instance or diagnosing problems. See Console History Capture.

Object Storage
The following object storage resources have been optimized for use with Roving Edge Infrastructure:

» Bucket: A repository for storing objects in a compartment within an object storage namespace. See Buckets.
« Object: A file or unstructured data you upload to a bucket. See Objects.

Block Storage
The following block storage resources have been optimized for use with Roving Edge Infrastructure:

« Block Volume: A detachable block storage device that allows you to dynamically expand the storage capacity of
an instance. See Block Volumes.

Virtual Networking
The following virtual networking resources have been optimized for use with Roving Edge Infrastructure:

e Virtual Cloud Network (VCN): A virtual, private network that you set up in Oracle data centers. See Virtual
Cloud Networks.

e Subnet: Subdivisions you definein a VCN (for example, 10.0.0.0/24 and 10.0.1.0/24). Subnets contain virtual
network interface cards (VNICs), which attach to instances. See Subnets.

Roving Edge Infrastructure Device Specifications

Describes the hardware and port specifications for Roving Edge I nfrastructure devices.

Hardware

The following table lists the hardware specifications of the Roving Edge Infrastructure devices. Specifications are for
the maximum configuration.
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Roving Edge Roving Edge Roving Edge Roving Edge Roving Edge
Device Device Device Device Ultra
—Compute — GPU Shape — Storage Shape
Shape
Shape Name RED.GPU.1.RX 1.hRED.2.56 RED.256.GPU | RED.256.STG |ULTRA.USB.1.R
Object, Block, 61 TB raw 4x15.38TB 4x1538TB 8x15.38SSDs | 7.68 TB raw
g?grgll :wstem SSDs providing: | SSDs providing: | providing: Removable
9 e raw:61.5TB |« raw:61.5TB |« raw:123TB |NVMe-based
+ usable 544 |+ usable:54.4 |e usable 108.8 |Ignition Key
TB(49.8TiB)| TB(49.8TiB)| TB(99TiB) |[(512GB) for
added security
which contains
the Roving Edge
Infrastructure
device operating
system and the
keysto decrypt
the data drive.
Available OCPU | 32 48 48 48 8
Usable Memory | 390 GB 384 GB 384 GB 384 GB 64 GB
available for DDR4-2933 DDR4-2400
VMs
GPU NVIDIA(R) N/A 3x NVIDIA N/A No integrated
Teda(R) T4 GPU Corporation GPU. Supports
2650 cudas cores, AD104GL [L4] up to 2 Intel
320 sensor cores Movidius VPUs
viaUSB
CPU 2x Intel(R) 1x Intel 8480+ 1x Intel 8480+ 1x Intel 8480+ Intel(R) Xeon(R)
Xeon(R) CPUs | Sapphire Rapids, | Sapphire Rapids, | Sapphire Rapids, | CPU D-1559 @
Gold 6230T @ | 56C, 350W 56C, 350W 56C, 350W 1.50GHz, 12 totd
2.1Ghz, 40 total cores
cores
Networking 2x10GbE (1 3x Quad port 1x Quad port 1x Quad port 2x1GbE (1
active) Intel Corporation | Intel Corporation | Intel Corporation | active)
Ethernet Ethernet Ethernet
Controller X710 | Controller X710 | Controller X710
for 10GBASE-T |for 10GBASE-T |for 10GBASE-T
Security TPM, Trenchboot | TPM, Trenchboot | TPM, Trenchboot | TPM, Trenchboot | TPM, Trenchboot

SecureBoot,
physical tamper
evidence

SecureBoot,
physical tamper
evidence,
chassisintrusion
detection

SecureBoot,
physical tamper
evidence,
chassisintrusion
detection

SecureBoot,
physical tamper
evidence,
chassisintrusion
detection

SecureBoot,
physical tamper
evidence

Removable

NVMe-based
Ignition Key
(512 GB) for

added security
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Roving Edge Roving Edge Roving Edge Roving Edge Roving Edge
Device Device Device Device Ultra
—Compute — GPU Shape — Storage Shape
Shape
which contains
the Roving Edge
Infrastructure
device operating
system and the
keys to decrypt
the data drive.
Dimensions System: 20" L x | System: 2U — System: 2U — System: 2U — 74"Lx6.3"W
17"Wx35"H |18.11"L x16.93 |18.11" L x 16.93 |18.11" L x 16.93 [x 2" H without
} W x3.46H W x 3.46H W x 3.46H battery
Rugged Case:
38" L x23.6" W | Rugged Case: 3U [ Rugged Case: 3U | Rugged Case: 3U | 7.4" L x 7.95"
x11.8"H —-355"L x238" [-355"L x238" |-355"L x238" |Wx2"Hwith
Wx11.4"H Wx11.4"H Wx11.4"H battery pack
Weight 33.61Ibs(15.24 |351lbs(159Kg) [35Ibs(159Kg) |35Ibs(15.9Kg) |3.75Ibs(1.7 Kg)

Kg) without
rugged case

82.6 |bs (37.47
Kg) with rugged
case combined
weight

without rugged
case

91.11bs (41.32
Kg) with rugged
case combined
weight

without rugged
case

91.11bs (41.32
Kg) with rugged
case combined
weight

without rugged
case

91.11bs (41.32
Kg) with rugged
case combined
weight

without battery

4.80 Ibs (2.18 kg)
with battery pack

Power Output [850W 1100 W 1100 W 1100 W 55 W
Input Voltage 100 - 240VAC 100 - 240VAC 100 - 240VAC 100 - 240VAC 9-36VDC
Battery Options [ N/A N/A N/A N/A Voyagerl+ (120
W power output
with 65 Wh
battery backup
power)
80 PLUS 80 PLUS 80 PLUS 80 PLUS 80 PLUS
Standard Platinum Titanium Titanium Titanium
Connector Type | C14 Ci4 Ci4 Ci4
Complianceand | F|ps140-2 Level | FIPS 140-2 level | FIPS 140-2 level | FIPS 140-2 level | FIPS 140-2 Level
Certs 2 2 (TPM) 2 (TPM) 2 (TPM) 2
MIL-STD-810G |MIL-STD-810H |MIL-STD-810H [MIL-STD-810H |MIL-STD-810G/
MIL-STD-461G | MIL-STD-461G |MIL-STD-461G |MIL-STD-461G H
MIL-STD-1472H MIL-STD-461F
MIL-STD-1474E
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Roving Edge Roving Edge Roving Edge Roving Edge Roving Edge
Device Device Device Device Ultra
—Compute — GPU Shape — Storage Shape
Shape
Operating Temp (0 Cto43C (-5C [0°Cto+50°C 0°Cto +50°C 0°Cto +50°C -20Cto50C
Range to 65 C storage) (-40Cto85C
storage)
Noise L evel 68.6 - 73.7.dB (at |56.2 dbA (at 25C | 56.2 dbA (at 25C | 56.2 dbA (at 25C | <60dB
25 C ambient) ambient) ambient) ambient)

Safety and Compliance Resources
For safety and compliance information, refer to the following documents.

Oracle Engineered System Safety and Compliance Guide
Oracle Engineered System Safety and Compliance Guide (Nordic)

Self-Encryption

Flash storage devices used in Roving Edge Device and Roving Edge Ultra are instant secure erase (ISE) drives. ISE
drives behave like full disk encryption (FDE) drivesin that the data is encrypted with a hardware key when written to
disk, and then decrypted when the data is read from the disk. When the Crypto erase command is sent to the drive, the
encryption/decryption key is overwritten, preventing the stored data from being decrypted.

The TPM cryptographic modules used in Roving Edge Devices and Roving Edge Ultra devices are FIPS 140-2
certified.

Tamper-Evident Seals

Oracle applies, maintains, and tracks serialized tamper-evident seal's on Roving Edge Device and Roving Edge Ultra.
A broken, missing, or damaged label provides avisua indication of apotential hardware breach. Tamper-evident
seals aren't FIPS 140-2 certified.

Ultra Battery Options
The following battery options are available for use with Roving Edge Ultra devices:
e Modular stackable form-factor integrated 75Wh module:

» Directly attachesto the chassis.
« Provides up to 1 hour of operation per battery at its maximum CPU |oad.
e Hasa60W output.

Service Ports

Each Roving Edge Infrastructure device supports asingle IP and exposes its services through the following unique

ports:

Service Port

| dentity 12050
Authorization 12060
Object Storage Gateway 8019
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Service Port

Virtual Cloud Network (VCN) 18336
Compute 19060

Data Sync 21060, 21061
Monitoring 22060
System Upgrade 23060

Block Storage 5012

Roving Edge Device Console 8015

Etcd3 18000

Running CLIs on Device-Hosted Compute Instances
Configure your Roving Edge Infrastructure device to run the command line interface (CLI) on its compute instances.

Follow these guidelines for running CLIs on compute instances hosted by Roving Edge Infrastructure devices.

Note:

Theinstructionsin this topic are for Oracle Linux host computers.
* Havethe VM go through the following local IP:

169. 254. 169. 254
« Havethe VM refer to the Roving Edge Infrastructure device as ot ec- consol e-1 ocal .
« Employ thefollowing IP Tables rules:

{ for i in 19060 8019 12050 21060 22060 23060 22060 12060; do iptables -1
Bar eMet al | nst anceServi ces -d 169.254. 169.254/32 -p tcp -mtcp --dport $i -
m

commrent --conment "Rover service access port" -j ACCEPT; done }

See Service Portsfor alist of available ports.

Roving Edge Infrastructure Country Support

Describes how Roving Edge Infrastructure and its devices are supported on a country and regional basis.

Supported Regions for Roving Edge Infrastructure

The Roving Edge Infrastructure service is supported in the following regions:

Region Name Region Identifier Region L ocation Region Key Realm Key

US East (Ashburn) us-ashburn-1 Ashburn, VA IAD OC1

Germany Central eu-frankfurt-1 Frankfurt, Germany | FRA OC1

(Frankfurt)

UK South (London) | uk-london-1 London, United LHR OC1
Kingdom
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Region Name Region Identifier Region L ocation Region Key Realm Key
Singapore ap-singapore-1 Singapore,Singapore | SIN OC1
(Singapore)

US Gov West us-luke-1 Phoenix, AZ LUF 0ocz2
(Phoenix)

US DoD West us-gov-phoenix-1 Phoenix, AZ TUS OCs3
(Phoenix)

Countries Where You Can Ship Devices

The following table lists those countries where you can ship Roving Edge Infrastructure devices, and their associated
provisioning regions. Note the following:

Y es - Shipping to the destination country is available without restrictions.

Yeswith restrictions - Shipping to the destination country is available with restrictions. Contact your account

representative for more information.
No - Shipping to the destination country is not available.

TBD - Shipping to the destination country has not yet been determined. Contact your account representative for

more information.

Countries Where You Can Ship Devices

Country US-Ashburn (IAD) EU-Frankfurt (FRA) UK-London (LHR)
Afghanistan TBD Y es with restrictions No
Aland Islands TBD Y es with restrictions No
Albania TBD Y es with restrictions No
Algeria TBD Y es with restrictions No
American Samoa TBD Y es with restrictions No
Andorra TBD Y es with restrictions No
Angola TBD Y es with restrictions No
Anguilla TBD Y es with restrictions No
Antigua And Barbuda TBD Y es with restrictions No
Argentina TBD Y es with restrictions No
Armenia TBD Y es with restrictions No
Australia Yes Y es with restrictions Y es with restrictions
Austria Yes Yes Y es with restrictions
Azerbaijan TBD Y es with restrictions No
Bahamas TBD Y es with restrictions No
Bahrain TBD Y es with restrictions No
Bangladesh TBD Y es with restrictions No
Barbados TBD Y es with restrictions No
Belarus No No No
Belgium Yes Yes Y es with restrictions

Oracle Cloud Infrastructure Roving Edge Infrastructure

16



Roving Edge Infrastructure

Country US-Ashburn (IAD) EU-Frankfurt (FRA) UK-London (LHR)
Belize TBD Y eswith restrictions No

Benin TBD Y eswith restrictions No

Bermuda TBD Y eswith restrictions No

Bhutan TBD Y eswith restrictions No

Bolivia TBD Y eswith restrictions No

BosniaAnd Herzegovina  TBD Y es with restrictions No

Botswana TBD Y eswith restrictions No

Brazil No Y eswith restrictions No

Brunei Darussalem TBD Y eswith restrictions No

Bulgaria Yes Yes Y es with restrictions
Burkina Faso TBD Y eswith restrictions No

Burundi TBD Y eswith restrictions No

Cambodia TBD Y eswith restrictions No

Cameroon TBD Y eswith restrictions No

Canada Yes Y eswith restrictions Y eswith restrictions
Cape Verde TBD Y es with restrictions No

Cayman Idlands TBD Y es with restrictions No

Central African Republic  TBD Y es with restrictions No

Ceuta And Mélilla TBD Y eswith restrictions No

Chad TBD Y eswith restrictions No

Chile TBD Y eswith restrictions No

China No Y eswith restrictions No

Colombia TBD Y eswith restrictions No

Comoros TBD Y eswith restrictions No

Congo TBD Y es with restrictions No

CostaRica TBD Y eswith restrictions No

Cote D'lvoire TBD Y eswith restrictions No

Croatia Yes Yes Y eswith restrictions
Cuba No No No

Cyprus Yes Yes Y eswith restrictions
Czech Republic Yes Yes Y eswith restrictions
Democratic Republic Of TBD Y es with restrictions No

The Congo

Denmark Yes Yes Y eswith restrictions
Djibouti TBD Y es with restrictions No

Dominica TBD Y eswith restrictions No
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Country

US-Ashburn (IAD)

EU-Frankfurt (FRA)

UK-London (LHR)

Dominican Republic
East Timor
Ecuador

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Eswatini

Ethiopia

Faroe Idands

Federated States Of
Micronesia

Fiji

Finland
France
French Polynesia
Gabon
Gambia
Georgia
Germany
Ghana
Gibraltar
Greece
Greenland
Grenada
Guam
Guatemala
Guernsey
Guinea
Guinea-Bissau
Guyana
Haiti
Honduras
Hong Kong
Hungary

TBD
TBD
TBD
TBD
TBD
TBD
TBD
Yes

TBD
TBD
TBD
TBD

TBD
Yes

Yes

TBD
TBD
TBD
TBD
Yes

TBD
TBD
Yes

TBD
TBD
TBD
TBD
TBD
TBD
TBD
TBD
TBD
TBD
Yes

Yes

Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Yes

Y es with restrictions
Y es with restrictions
Y es with restrictions

Y es with restrictions

Y es with restrictions
Yes

Yes

Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Yes

Y es with restrictions
Y es with restrictions
Yes

Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions
Y es with restrictions

Yes

No
No
No
No
No
No
No
Y eswith restrictions
No
No
No
No

No
Y eswith restrictions
Y eswith restrictions
No
No
No
No
Y eswith restrictions
No
No
Y eswith restrictions
No
No
No
No
No
No
No
No
No
No
No
Y eswith restrictions
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Country US-Ashburn (IAD) EU-Frankfurt (FRA) UK-London (LHR)
Iceland TBD Y eswith restrictions No

India No Y eswith restrictions No

Indonesia TBD Y eswith restrictions No

[ran No No No

Irag TBD Y es with restrictions No

Ireland Yes Yes Y eswith restrictions
Israel No Y eswith restrictions No

Italy Yes Yes Y es with restrictions
Jamaica TBD Y eswith restrictions No

Japan Yes Y es with restrictions Y es with restrictions
Jersey TBD Y es with restrictions No

Jordan TBD Y eswith restrictions No

Kazakhstan TBD Y eswith restrictions No

Kenya TBD Y es with restrictions No

Kiribati TBD Y eswith restrictions No

Kosovo TBD Y eswith restrictions No

Kuwait TBD Y eswith restrictions No

Kyrghyzstan TBD Y es with restrictions No

Laos Peoples Democratic  TBD Y es with restrictions No

Republic

Latvia Yes Yes Y eswith restrictions
Lebanon TBD Y eswith restrictions No

Lesotho TBD Y eswith restrictions No

Liberia TBD Y eswith restrictions No

Libya TBD Y es with restrictions No

Liechtenstein TBD Y eswith restrictions Y eswith restrictions
Lithuania Yes Yes Y eswith restrictions
Luxembourg Yes Yes Y es with restrictions
Madagascar TBD Y es with restrictions No

Malawi TBD Y eswith restrictions No

Madaysia TBD Y es with restrictions No

Maldives TBD Y eswith restrictions No

Mali TBD Y eswith restrictions No

Malta Yes Yes Y eswith restrictions
Marshall Islands TBD Y eswith restrictions No

Mauritania TBD Y eswith restrictions No
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Country US-Ashburn (IAD) EU-Frankfurt (FRA) UK-London (LHR)
Mauritius TBD Y eswith restrictions No
Mexico Yes Y eswith restrictions No
Moldova TBD Y eswith restrictions No
Monaco TBD Y eswith restrictions No
Mongolia TBD Y es with restrictions No
Montenegro TBD Y es with restrictions No
Morocco TBD Y eswith restrictions No
Mozambique TBD Y es with restrictions No
Myanmar TBD Y es with restrictions No
Namibia TBD Y eswith restrictions No
Nauru TBD Y eswith restrictions No
Nepal TBD Y es with restrictions No
Netherlands Yes Yes Y eswith restrictions
New Caledonia TBD Y eswith restrictions No
New Zedland Yes Y eswith restrictions Y eswith restrictions
Nicaragua TBD Y es with restrictions No
Niger TBD Y es with restrictions No
Nigeria TBD Y es with restrictions No
Niue TBD Y eswith restrictions No
North Korea No No No
North Macedonia TBD Y eswith restrictions No
Norway TBD Y es with restrictions Y eswith restrictions
Oman TBD Y eswith restrictions No
Pakistan TBD Y eswith restrictions No
Palau TBD Y eswith restrictions No
Palestinian Territories TBD Y eswith restrictions No
Panama TBD Y eswith restrictions No
Papua New Guinea TBD Y es with restrictions No
Paraguay TBD Y es with restrictions No
Peru Yes Y eswith restrictions No
Philippines TBD Y es with restrictions No
Poland Yes Yes Y eswith restrictions
Portugal Yes Yes Y eswith restrictions
Puerto Rico TBD Y eswith restrictions No
Qatar TBD Y es with restrictions No
Romania Yes Yes Y eswith restrictions
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Country US-Ashburn (IAD) EU-Frankfurt (FRA) UK-London (LHR)
Russia No No No
Rwanda TBD Y eswith restrictions No
Saint Lucia TBD Y eswith restrictions No
San Marino TBD Y eswith restrictions No
Sao Tome + Principe TBD Y es with restrictions No
Saudi Arabia No Y eswith restrictions No
Senegal TBD Y es with restrictions No
Serbia TBD Y eswith restrictions No
Seychelles TBD Y es with restrictions No
SierralLeone TBD Y eswith restrictions No
Singapore Yes Y es with restrictions No
Slovakia Yes Yes Y eswith restrictions
Slovenia Yes Yes Y eswith restrictions
Solomon Islands TBD Y eswith restrictions No
Somalia TBD Y eswith restrictions No
South Africa Y es with restrictions Y eswith restrictions No
South Korea No Y eswith restrictions No
South Sudan TBD Y eswith restrictions No
Spain Yes Yes Y es with restrictions
Sri Lanka TBD Y eswith restrictions No
St. Croix TBD Y eswith restrictions No
St. Eustatius TBD Y eswith restrictions No
St. Kitts And Nevis TBD Y eswith restrictions No
St. Maarten TBD Y eswith restrictions No
St. Vincent + Grenadines  TBD Y eswith restrictions No
Sudan TBD Y eswith restrictions No
Suriname TBD Y eswith restrictions No
Sweden TBD Yes Y eswith restrictions
Switzerland Yes Y eswith restrictions Y eswith restrictions
Syria No No No
Tahiti TBD Y eswith restrictions No
Taiwan Yes Y eswith restrictions No
Tajikistan TBD Y es with restrictions No
Tanzania TBD Y eswith restrictions No
Thailand TBD Y eswith restrictions No
Togo TBD Y es with restrictions No
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Country US-Ashburn (IAD) EU-Frankfurt (FRA) UK-London (LHR)
Tonga TBD Y es with restrictions No
Trinidad And Tobago TBD Y es with restrictions No
Tunisia TBD Y eswith restrictions No
Turkey No Y es with restrictions No
Turkmenistan TBD Y eswith restrictions No
Tuvalu TBD Y eswith restrictions No
Uganda TBD Y es with restrictions No
Ukraine No Y eswith restrictions No
United Arab Emirates Yes Y eswith restrictions No
United Kingdom Yes Yes Yes
United States Yes Y eswith restrictions Y eswith restrictions
Uruguay TBD Y es with restrictions No
Uzbekistan TBD Y eswith restrictions No
Vanuatu TBD Y eswith restrictions No
Vatican City State TBD Y es with restrictions No
Venezuela No No No
Vietnam TBD Y eswith restrictions No
Western Samoa TBD Y eswith restrictions No
Y emen TBD Y eswith restrictions No
Zambia TBD Y eswith restrictions No
Zimbabwe TBD Y eswith restrictions No

Service Limits for Roving Edge Infrastructure

Review the service limits for the Roving Edge I nfrastructure service and its various devices.
The Roving Edge Infrastructure service has the following limits:

* Roving Edge Infrastructure devices: Y ou can request either a single Roving Edge Infrastructure device (either a
Roving Edge Device (RED) or a Roving Edge Ultra (Ultra).

e Object size: You can request filesup to 5 TB to be provisioned onto a Roving Edge Device. Fileslarger than 5
TB are skipped in theimport process.

Note:

Consider the specific device storage limitations when adding workloads
and data to your order.
e Filenamelength: You can request files with names of up to 1024 characters for upload into your Object Storage
bucket.

Requesting Devices

Learn how to request your Roving Edge Infrastructure devices in Oracle Cloud Infrastructure.
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Note:

e Determine your Roving Edge Infrastructure device storage capacity
when determining the number of devices to request. See Device Usage
Guidelines for more information.

e Your tenancy must bein an Oracle Cloud Infrastructure region that
supports Roving Edge Infrastructure. See Supported Regions for more
information.

Important:

Ordering Oracle Roving Edge I nfrastructure devices requires important
terms and conditions to be understood and acknowledged before taking
possession. Confirm that these terms and conditions have been included as
part of your Oracle Cloud agreement. After Oracle validates your request,
your Roving Edge Infrastructure devices are provisioned and available for
your possession.

Device Ordering Requirements

Describes Oracle Cloud Infrastructure account requirements that you must meet to order Roving Edge Infrastructure
devices.

Y ou're required to have an Oracle Cloud Infrastructure account to request Roving Edge Infrastructure devices. The
account must be aUCM contract or Funded Allocation Model (FAM). It can't be Pay AsYou Go (PAYG) or Free
Tier. If you currently have one of these unsupported Oracle Cloud Infrastructure accounts, contact your Account
Team for instructions on how to upgrade to a supported Oracle Cloud Infrastructure account.

Y ou must also have atenancy in an Oracle Cloud Infrastructure Realm and Region where Roving Edge Infrastructure
isavailable. The following table list the Roving Edge Infrastructure Realms and Regions in which you can order
Roving Edge Infrastructure devices.

OCI Realmsand Regions Supporting Roving Edge Infrastructure

Region Name Region I dentifier Region L ocation Region Key Realm Key

US East (Ashburn) us-ashburn-1 Ashburn, VA IAD OC1

Germany Central eu-frankfurt-1 Frankfurt, Germany | FRA oC1

(Frankfurt)

UK South (London) | uk-london-1 London, United LHR OC1
Kingdom

Singapore ap-singapore-1 Singapore,Singapore | SIN OC1

(Singapore)

US Gov West us-luke-1 Phoenix, AZ LUF ocC2

(Phoenix)

USDoD West us-gov-phoenix-1 Phoenix, AZ TUS 0oC3

(Phoenix)

The core Oracle public cloud services, including Roving Edge Infrastructure, are available in the following ways:

e Metered Services: A pre-paid offering, also referred to as "ala carte" or "committed” offerings. A Metered cloud
service iswhere you are charged based on the actual usage of the service resources on an hourly or monthly basis.

* Non-metered Services: A subscription-based offering, also referred to as "standard subscription” or "un-
committed” offerings. A Non-metered service is essentially a monthly or annual subscription for a fixed service
configuration that you typically cannot change.
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The Roving Edge Infrastructure service requires you agree to the Terms and Condition documents for the service.
An authorized person in your organization must sign these documents before ordering Roving Edge Infrastructure
devices. After the Terms and Conditions are agreed to, your Oracle Cloud Infrastructure tenancy is authorized and
entitled to use Roving Edge Infrastructure, including ordering Roving Edge Infrastructure devices.

Roving Edge Devices and Ultra Devices

For ordering Roving Edge devices (RED)s and Roving Edge Ultra devices as UCM metered, refer to the ORACLE
CLOUD INFRASTRUCTURE — ORACLE ROVING EDGE INFRASTRUCTURE section in Oracle PaaS and |aaS
Universal Credits Service Descriptions.

To configure and use Roving Edge Infrastructure resources, you must have:

e AnAnnua Commitment or Funded Allocation agreement with a minimum of 120 days remaining on your cloud
services period at the time of your order.
e Oracle PaaS and laaS Universal Credits with a minimum of 30 days of possession.

Terms and Conditions are sent using DocuSign email to the administration buyer of the account to route for signature
and return. For any questions or change requests, engage your Account Team.

Request a Device
To request a device you create a device node. Perform one of the following tasks to request adevice:

« For Roving Edge Devices, see Creating a Roving Edge Infrastructure Device Node on page 135.
» For Roving Edge Ultra devices, see Creating a Roving Edge Ultra Node on page 145.

After you have requested your devices, you must establish the certificate authority (CA). See Establishing the
Certificate Authority for more information.

Viewing Your Request Status

When you complete your request and submit it, you can review the state of the request by viewing the node details.
See one of the following sections:

» Getting a Roving Edge Infrastructure Device Node's Details on page 141
» Getting aRoving Edge UltraNode's Details on page 151

Initially, your request has a status of Pending Approval. After Oracle approves the node request, the pre-loading on
content onto your Roving Edge Infrastructure devices can begin. Y our request status changes to Provisioning.

How Oracle Provisions Your Request

Provisioning is where Oracle takes your approved node request and performs the following tasks on the Roving Edge
Infrastructure devices you are to receive:

« Install the operating system and other host software required by each device.
« Configure encryption on the device's storage.
» Load theimage and bucket data specified in the workloads associated with the node request.

Note:
Each Roving Edge Infrastructure device is wiped clean of data using NIST
800-88 standards before provisioning begins.

When provisioning is completed, the Roving Edge Infrastructure devices are delivered to you or made available
for pickup at an Oracle facility based on your preferences. Next, you can physically integrate the devices into your
computing environment and begin configuration.
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What's Next?

After you have completed the tasks associated with requesting your Roving Edge Infrastructure devices, continue on
to Administering Devices on page 43.

Establishing the Certificate Authority for Roving Edge Infrastructure
Devices

Describes how to set up a certificate authority to use for your Roving Edge Infrastructure device certificatesin Oracle
Cloud Infrastructure.

Sign any certificates used by Roving Edge Infrastructure devices with RSA keys. All certificates in the chain (for
example, root, subordinate and leaf certificates) should use SHA family signing algorithms and RSA family signing
keys. Roving Edge Infrastructure does not support other signing keys such as ECDSA.

See Managing Certificate Authorities for information on establishing the certificate authority to use with Roving Edge
Infrastructure when creating your device node certificates.

Setting Up Oracle Roving Edge Device

Set up the Roving Edge Device at your location, and configure the device to connect to your Oracle Cloud
Infrastructure tenancy so that it serves as an extension of your tenancy.

Note:

These setup instructions apply to the following device models:

¢ Roving Edge Device Compute (shape name: RED.2.56)

* Roving Edge Device GPU (shape name: RED2.56.GPU)

* Roving Edge Device Storage (shape name: RED.2.56.STG)
¢ Roving Edge Device 1 (shape name: RED.GPU.1.RX1.40)

To display a PDF of this Roving Edge Device Setup Guide that you can save to your local computer, click: Roving
Edge Device Setup Guide PDF

Perform the following tasks to set up the Roving Edge Device:

Task Link

1 Receive and Inspect the Shipment on page 26

2 Remove the Ruggedized Case End-Caps on page 27
or

Mount the Device in a Rack on page 30

Cable the Roving Edge Device on page 34

Set Up Terminal Emulation on page 36

Power On the Device on page 37

Configure Network Parameters on page 37

Unlock the Device on page 38

Ol N|JO| O] ] W

Download the Root CA Certificate on page 39

Related Resources

» Roving Edge Infrastructure Device Specifications
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» Safety and Compliance Resources:

» Oracle Engineered System Safety and Compliance Guide
» Oracle Engineered System Safety and Compliance Guide (Nordic)

What's next?

Receive and Inspect the Shipment on page 26

Receive and Inspect the Shipment
Carefully inspect the Roving Edge Device shipment before you unpack the shipment.

Important:

Report any damage or concerns to Oracle using a Service Request ticket. See
Getting Help and Contacting Support and My Oracle Support.

Obtain Shipment Details
Perform these steps to gather information you can use to inspect the shipment and ensure atamper free device.

Signin to your Oracle Cloud Infrastructure (OCI) tenancy.

From the console navigation menu, click Hybrid, then click Roving Edge Infrastructure.
Select the compartment for this device.

Click Manage Nodes.

Click the node name to display the details page, and make note of these details:

o rwbdheE

» Devicerequest is updated to a Delivered status
* Thedateandtimeit wasreceived
* The serial number

Inspect the Shipment

1. Visually inspect the device shipping container for any damage, tampering, or missing ties before opening it.

2. Compare the serial number that appears on all the security ties with the serial number listed for the device in your
tenancy.

3. Unpack and visually inspect the device for any tampering or damage.

4. Ensurethat you've received al the shipping kit contents, as shown in the following illustration.

Note:
The device ships with either aruggedized case or arackmounting kit based

on what was specified when the device node was created. See Creating a
Roving Edge Infrastructure Device Node on page 135.
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No. [tem
1 Roving Edge Device
2 One of the following:

¢ Ruggedized case
¢ Rack mounting kit with the following items:

e Two mounting bracketsinside two dlide-rails
e 4 M4 screws

3 USB-to-DB-9 serial cable

For devices with ruggedized cases, the cable isin a pouch inside the rear of the case.

4 AC power cord

For devices with ruggedized cases, the power cord isin a pouch inside the rear of the case.

What's next?

« |If your deviceisinside aruggedized case, see Remove the Ruggedized Case End-Caps on page 27.

« |f thedeviceisn't in aruggedized case, install your device in arack. See Mount the Device in a Rack on page

30.

Remove the Ruggedized Case End-Caps

If the Roving Edge Deviceisin aruggedized case, you must remove the front and rear end-caps to access the cable

connectors. The end-caps remain removed during operation.

Caution:

Don't remove the Roving Edge Device from the case. Doing so can damage
the device.

Caution:

L eave the end-caps removed during operation to ensure adequate airflow.
Reinstall the end-caps only when the device is powered down.
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1. Onthefront and rear of the ruggedized case, find the 16 wing-turn latches.
Note: The rear end-cap has casters.
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2. Open all 16 wing-turn latches on the front and rear of the case by lifting the latch then turning the latch
counterclockwise.

3. Remove the front and rear end-caps.
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4. Remove the cable pouch, and extend the end-cap hooks.

5. Hang the end-caps on the sides of the ruggedized case.

29
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What's next?

Rear Panel | dentification on page 32

Mount the Device in a Rack
Use these instructionsif you plan to mount your Roving Edge Device in a standard rack.

The optional rackmount kit can be used to install the device in afour-post, 19-inch standard rack.

Rackmounting the Device

1. Separate the device mounting brackets from the dide-rails.

a. Pull the mounting brackets out of the dide-rail brackets.
b. Presstherelease lever to release the locking mechanism.
¢. Remove the mounting brackets from side-rails.

2. Attach the mounting brackets to the device.

Line up the keyhole openings on the mounting bracket with the locating pins on the side of the device.
Push the mounting brackets forward until they lock in place with an audible click.

. Secure the mounting brackets by installing one M4 screw to each side of the device.

dentify the location in the rack where you want to place the device.

oo oo

w

Roving Edge Device requires two rack units (2U) of vertical space.

Position the mounting brackets against the device so that the slide-rail stop is at the front of the device.
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Caution:

To reduce therisk of personal injury, stabilize the rack cabinet, and if

available, extend the anti-tilt bar before you install the server.
4. If your rack posts aren't labeled, mark the mounting holes on the front and rear posts to ensure alevel installation.
5. Attach the two dide-rails to the rack.

TITT TV TY
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a. Snap thefront slide-railsinto the front rack posts.

b. Adjust therear slide-rails to reach the rear rack posts, then snap the slide-rails into the rear rack posts.
6. Install the deviceinto the dide-rails.

a. Extend the inner-front dide-rails.

b. Slide the mounting brackets into the extended dlide-rails until the deviceis securely supported by the slide-
rails, but is extended from the rack.

c. Pull the green lever forward to enable the mounting bracketsto slide fully into the slide-rails.

Oracle Cloud Infrastructure Roving Edge Infrastructure 31



Roving Edge Infrastructure

d. Lift the dlide-rail stop lever and push the device completely into the rack.
7. Install two M4 screwsto the front of the device.

What's next?
Rear Panel Identification on page 32

Rear Panel Identification
Use one of the following illustrations to familiarize yourself with the Roving Edge Device.
Note:

To meet MIL-STD-461 Rev G RE102 requirements, all Ethernet network
cables attached to the Roving Edge Device must be CAT8 rated. Otherwise,
the minimum requirement for Ethernet cablesis CATG6.

Roving Edge Device 2 Rear Panel

Oracle Cloud Infrastructure Roving Edge Infrastructure

32



Roving Edge Infrastructure

No. Description
1 PCle 0: 1 Quad port 10GBASE-T Ethernet card with RJ45 port assignments from left toright: 3,2, 1,0
For GPU and Storage shapes, use the following ports:
» Port O (rightmost port) — Connect this port to your data center network. See Cable the Roving Edge
Device on page 34.
» Ports1and 2 — Can optionally be used for Ethernet bonding with port 0. See Managing Ethernet
Bonding on page 46
e Port 3 (leftmost port) — Reserved Ethernet port 3. Don't connect to this port.
For a Compute shape, optionally use ports 0, 1, and 2 for Ethernet bonding with the PCle 3 port 0. See
item 7A in thistable.
2 Power receptacle
3 System status LED
» On-—Ciritical event occurred
e Off —Normal
4 Reset button
5 Power switch and LED
e On-—Hostispowered on
» Off —Host is powered off
e Amber — Fault
6 DB-9 serial console port.
Your initial communication with the device is made through the serial console that's connected to a
controlling host computer, such alaptop.
See Cable the Roving Edge Device on page 34.
7A | The Compute shape includes 2 additional Quad port 10GBASE-T Ethernet cards.
© T ©
(©) (©]
PCle 3, port 0 — Connect this port to your data center network. See Cable the Roving Edge Device on page
34.
All the other ports on PCle 2 and PCle 3 can optionally be used for Ethernet bonding with PCle 3 port O.
Y ou can also optionally use ports 0, 1, 2 on PCle O (Item 1 in this table). See Managing Ethernet Bonding
on page 46.
7B | The GPU shapeincludes 3 NVIDIA AD104GL [L4] GPUs.
7C The Storage shape includes 4 additional 15.38 SSDs.
8 Standard lock slot

Roving Edge Device 1 Rear Panel

Oracle Cloud Infrastructure Roving Edge Infrastructure 33



Roving Edge Infrastructure

No. Description

1 Power override switch

2 Two 100GbE QSFP28 Ethernet ports

3 Power receptacle

4 Power switch

5 Two 10GB RJ5 Ethernet ports.
Use port labeled 4 for connectivity to your network.
Port 3 can optionally be used for Ethernet bonding with port 4. See Managing Ethernet Bonding on page
46.

6 DB-9 serial console port

What's next?

Cable the Roving Edge Device on page 34

Cable the Roving Edge Device

Use the following diagram to locate connectors on the rear of the Roving Edge Device 2 as you connect cablesin this
procedure.

Note:

To meet MIL-STD-461 Rev G RE102 requirements, all Ethernet network
cables attached to the Roving Edge Device must be CAT8 rated. Otherwise,
the minimum requirement for Ethernet cablesis CAT6.

Note:

The Ethernet connections described in this section are the minimum Ethernet
connections you need to make to set up the device. Y ou can use the other
NIC ports and configure Ethernet bonding. See Rear Panel |dentification on
page 32 and Managing Ethernet Bonding on page 46.

1. Connect cablesto the default Ethernet port and to the serial console port as shown in the following diagrams.

a. UsealOGBaseT RJ-45 Ethernet cable to connect the device Ethernet port to your Ethernet switch.
b. Connect the provided USB-to-DB-9 Ethernet cable from the device DB-9 seria console port to a USB

connector on your controlling host, such as alaptop.

Roving Edge Device 2, GPU and Storage Shape
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Roving Edge Device 1

2. Connect the provided power cord to the device power receptacle and to your power source, but don't power on the
deviceyet.
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What's next?
Set Up Terminal Emulation on page 36

Set Up Terminal Emulation

Your initial communication with the Roving Edge Device is made through the serial console that's connected
to acontrolling host computer, such alaptop. The controlling host must have terminal emulation software that's
configured as described in this section.

We recommend the following terminal emulation software based on your host operating system:
Microsoft Windows: PUTTY

Mac OS X: ZOC or screen (for example: screen /dev/ttyushserial X 115200)

Linux: PUTTY, Minicom, screen (for example: screen /dev/ttyUSBX 115200)

1. Based on your host OS, use the appropriate method to ensure that the pl 2303 USB driver isinstalled. This USB
driver isrequired for connectivity to the Roving Edge Device DB-9 serial port.

The USB driver is preinstalled on Oracle Unbreakable Enterprise Kernel. The following command shows that the
USB driver is present:

[root @ocal host ~]# nodprobe pl 2303

[root @ocal host ~]# Ismod | grep -i pl 2303
pl 2303 24576 0

[root @ocal host ~]# nodinfo -d pl 2303
Prolific PL2303 USB to serial adaptor driver

If the driver isn't installed, use the appropriate method to install the driver. For example, go to the Microsoft
Windows or Apple store to obtain and install the driver.
2. Configure the terminal emulator software settings as follows:

e Termina Type: VT100+
« Bits per second: 115200

« DataBits: 8
* Parity: None
e Stop Bits: 1

* Flow Control: None
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Note:

With PUTTY, you can't configure all these settings individually. However,
you can configure the PUTTY default settings by selecting the Serial
connection type and specifying 115200 for the Serial Line baud speed. This
configuration is sufficient to use PUTTY as aterminal emulator for the
device.

What's next?

Power On the Device on page 37

Power On the Device
After you've configured your controlling device, power on the device.

1. Power up the device by pressing the power button. See Rear Panel Identification on page 32.

The LED by the power button blinks for afew seconds and then turns solid green.

What's next?

Configure Network Parameters on page 37

Configure Network Parameters
Configure the Roving Edge Device network settings through your controlling host that's connected to the seria port.

Note:

For alist of serial console commands, see Operating the Serial Console

The following procedure describes how to configure the minimum network parameters that are required during the
initial device setup. For more network configuration information, see Managing the Network on page 46.

The minimum network parameters that you need to configure are as follows:

» Device |P address, subnet, and gateway.
« DNS
« NTP

1. From the controlling host termina window, select the Configure the Networ k menu option. The following
options are displayed:

Set Node | P Settings (Current Node Only): Set the node | P address, subnet mask, and default gateway.
Display Settings. Show the current network settings.
Set Public I P Pool Range for Compute I nstances: Set the external 1P address pool for compute instances.

IP addresses are allocated from this pool when an instance is created with public IP address assigned to it.

Important — This operation removes the current external 1P address pool, and replaces it with the ranges from
the new input.

The best practice is to use a contiguous range of 1Ps. Anideal range isa CIDR range such as 10.10.0.0 -
10.10.0.15, which corresponds to 10.10.0.0/28, which iswhat is stored internally.

If you're updating your public IP pool range, none of the IPs in the existing range can be allocated to a
compute instance during the operation. The best practice isto ensure all public IPs are dissociated with all
compute instances before updating your public IP pool range.

Display Public I P Pool Status: Show the current public IP pool range.

Control Network Ports: Enable or disable network ports.

Configure DNS: Configure the DNS servers for the current node control plane. Reboot the device for the DNS
configurations to take effect, if the deviceis already unlocked.

Configure Subnet Gateway: Configure the gateway for a given subnet. The destination can be the default
IGW or aprivate IP Address. Y ou can perform the following tasks:
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« Show Configuration: Show the current subnet gateway configuration. The output shows whether the
destination is IGW or a private | P address for each subnet.

» Update Configuration: Update the current subnet gateway configuration. For example:

I dx Subnet CI DR DNS Label Gat eway
1 10.0.1.0/ 24 Subnet - 1 10.0.2.2
2 10.0.2.0/ 24 Subnet - 2 | GW

3 10.0.3.0/ 24 Subnet - 3 | GW

Ent er Subnet |ndex: 1
Enter the gateway (I GWNor private | P address) for this subnet:

e Configure NTP: Perform the following NTP configuration tasks:

« Display NTP Configuration: Configure external NTP servers. For example:

Local Tinme and RTC

Local tinme: Fri 2022-05-13 04: 26:41 UTC

Uni versal tinme: Fri 2022-05-13 04:26: 41 UTC
RTC tinme: Fri 2022-05-13 04:26:43

Ti me zone: UTC (UTC, +0000)

NTP enabl ed: n/ a

NTP synchroni zed: no

RTC in local TZ: no

DST active: n/a

« Update NTP configuration: Identify the primary and secondary servers that set up the NTP configuration
for the device.

* Reset Network: Reset the network by erasing all the network configurations such as Node 1P, Public pool,
DNS, NTP, and Gateway.

« Help: Display online help for the Networ k Configuration menu options.
¢ Go Back: Return to the main serial console menu.

2. Usethe menu options to configure the device network parameters according to your network environment. At
minimum, configure these parameters:

* Network settings
« DNS
« NTP

3. If you need to configure other network parameters like network bonding, see Managing the Network on page
46,

What's next?

(Optional) To configure Ethernet bonding, see Managing Ethernet Bonding on page 46. Otherwise, go to Unlock
the Device on page 38.

Unlock the Device
Roving Edge Device arrives in alocked state. Y ou must unlock the device using an unlock passphrase when you
power on the device.

The passphrase was created when you created the device node, as described in Creating a Roving Edge Infrastructure
Device Node on page 135.

Note:
Anytime you reboot the device, it revertsto alocked state. Receiving a

Devi ce i s | ocked message after trying to connect to an APl endpoint is
indicative that the device isin alocked state. Unlock the device to proceed.
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Note:

If your device is unexpectedly in alocked state, it might have accidentally
rebooted. Check that your power connection is steady and not inadvertently
causing device reboots.

1. From the serial console Configure Networking screen, select Go Back to return to the main serial console menu.
2. Select Unlock Device.

In the terminal emulator, you're prompted for the passphrase.
3. Enter the unlock passphrase to unlock the device.

The device is unlocked, and the serial console menu is displayed.
What's next?

Download the Root CA Certificate on page 39

Download the Root CA Certificate

To access the Device Console, the computer (host) that you use to access the Device Console must have the root CA
certificate from the Roving Edge Device. Theroot CA certificate is the top most certificate in the certificate chain of
trust and is used by your computer to verify the authenticity of the Device Console.

Perform the tasks in this section to download the root CA certificate and sign in to the device Ul for the first time.

Prerequisites

To perform the tasksin this section, you need the following Roving Edge device items:

e |Paddress
e hosthame
e User name
e Password

Oracle provides these items to your organization when Oracle provisions your device request.

Ensure Your Host Has OpenSSL Installed

Most Linux and MacOS computers have OpenSSL installed. For Microsoft Windows, you might need to install
OpenSSL.

To determine if OpenSSL isinstalled on Microsoft Windows, search for openssl. If OpenSSL isn't installed, follow
your organization's best practices for installing OpenSSL.

The following links take you to popular OpenSSL sites from which OpenSSL can be obtained:

 https://wiki.openssl.org/index.php/Binaries
 https://github.com/curl/curl-for-win
e https://curl.se/windows/

Task 1 - Configure the hosts File

Adding the device | P address and hostname to the hosts file enables your computer to find the Device Console |P
address regardless of the DNS configuration.

Use one of the following procedures based on your OS.
Linux

1. Inatext editor, openthe/ et c/ host s file. The following example uses the vi meditor:

sudo vim/etc/ hosts
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2. Enter your administrator password.

3. Open anew line and enter the device | P address and hostname. Example:
198.168.0.1 ny- 1234567 ny- devi ce- host nane

4. Savethe/ et c/ host s file.

1. Openaterminal:
Navigate to Finder > Utilities, then click Terminal.

2. Openthe/ et c/ host s filein atext editor. The following example uses the nano editor:
sudo nano /etc/hosts

3. Enter your administrator password.

4. Create anew line and enter the device | P address and hosthame. Example:
198.168.0.1 my- 1234567 ny-devi ce- host nane

5. Savethe/ et c/ host s file.

Microsoft Windows

1. Open Notepad as the administrator.

2. In Notepad, open the following file:
C. \ W ndows\ Syst enB2\ dri vers\ et c\ hosts

3. Open anew line and enter the device | P address and hostname. Exampl e:

198.168.0.1 my- 1234567 ny-devi ce- host nane
4. Savethehost s file.

Task 2 - Download the Root Certificate File from the Device
Use one of the following procedures based on your computer OS.
If your computer runs Microsoft Windows, also select the procedure based on your browser type.

Note - Browsers evolve over time. If some browser steps don't match what you seein your browser, consult your
browser documentation.

Linux and MacOS
1. Inatermina window, use the following command to download the certificate from the Roving Edge
device:

echo -n | openssl s_client -showerts -
connect <device_i p_address>: 8015 | sed -ne '/-BEG N CERTI FI CATE-/, / -
END CERTI FI CATE-/p' > $HOWE/ r edr oot . pem

Theroot certificater edr oot . pemis downloaded to your home directory.
Microsoft Windows with Firefox
The following steps are for Firefox version 115.

1. Inthe browser addressfield, enter the device address and port number:

htt ps://<devi ce_host name>: 8015
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5.
6.
7.

If asecurity risk warning is displayed, accept the risk, and ignore the warning: Rovi ng Edge Devi ce
is currently unavail abl e.

Click the padlock symbol that's to the left of the browser address bar.

In the Site Information dialog box, click Connection Secure, then click M ore infor mation.

The Firefox Security menu is displayed.
Click View Certificate.

The Device Console now displays certificate information.

Click the tab called <hostname>-r oot-CA .

Scroll down to the Miscellaneous section.

Click the PEM (Cert) link, and save the file somewhere convenient such as the Downloads folder.

Microsoft Windows with Edge

The following steps are for Microsoft Edge version 128.0.2739.67.

1
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In the browser address field, enter the device address and port number:

htt ps:// <devi ce_host nane>: 8015

Click the secure icon next to the URL.

Click Certificate or Manage Certificate.

Click Details.

Click Export.

Browse to a convenient download location such as Downloads.
Click Save.

Theroot certificate fileis saved witha. crt extension.

Microsoft Windowswith Chrome

The following steps are for Google Chrome version 128.0.6613.120.

1

N oA~ WDdN

In the browser address field, enter the device address and port number:

htt ps://<devi ce_host name>: 8015

Click the secure icon next to the URL.

Click the Certificateis not valid icon.

Click the Details tab.

Click Export.

Browse to a convenient download location such as Downloads.
Click Save.

Theroot certificate fileis saved witha. crt extension.

Task 3 - Import the Root Certificate into Your Browser

Import the downloaded root certificate into your browser using one of the following tasks based on your browser

type.

Note - Browsers evolve over time. If some browser steps don't match what you seein your browser, consult your
browser documentation.

Firefox

1
2.
3.

In Firefox, use the navigation menu to open Settings.
Inthe Find in Settingsfield, enter certi fi cat es.
Click View Certificates.

The Certificate manager is displayed.
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o

Edge

N

Chrome

Awb

With the Authorities tab selected, click Import.

Browse to the location of the downloaded certificate file, select it, then click Open.
In the Certificate Manager, click Trust this CA to identify websites, then click OK.
In the Certificate Manager, click OK.

Refresh the browser tab that's connected to the device.

Y ou're prompted to enter your user name and password.

In Edge, use the navigation menu to open Settings.
Inthe Find in Settingsfield, enter certi fi cat es.
Click Manage certificates.

The Certificate manager is displayed.

In the Certificates dialog box, click Import.

In the Import Wizard, click Next.

Click Browse, and navigate to the location of the downloaded certificate file.
In the file type drop-down menu, select All Files.

Select your downloaded certificate file, and click Open.

Click Next.

Select Automatically select the certificate store based on the type of certificate.
Click Next.

Click Finish.

Click OK.

In the Certificate manager, click Close.

T T S@ e a0 o

Now you can sign in to the Device Console.
Refresh the browser tab that's connected to the device.

Y ou're prompted to enter your user name and password.

In Chrome, use the navigation menu to open Settings.
In the Sear ch settingsfield, enter certi fi cat es.
Click Security.

Click Manage certificates.

The Certificate manager is displayed.

5. Select the Trusted Root Certificates tab.

o

7.
8.
9.
10.
11
12.
13.
14.

Click Import.

The Certificate Wizard is displayed.

Click Next.

Click Browse, and browse to the location of the downloaded certificate file, select it, then click Open.
Select Automatically select the certificate store based on the type of certificate, then click Next.
Click Finish.

Click OK to acknowledge the import was successful.

Close the Certificate Wizard by clicking Cancel.

In the Certificates dialog box, click Close.

Refresh the browser tab that's connected to the device.

Y ou're prompted to enter your user name and password.

What's next?

Go to the online Roving Edge I nfrastructure documentation.
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Learn about ways to access the device. See Accessing a Roving Edge Infrastructure Device on page 48.

Administering Devices

Describes how to set up your Roving Edge Infrastructure devices.

Follow the instructions in this section to receive, inspect, and configure your Roving Edge Infrastructure devices for
use in your environment. Perform the tasks described in this section on each device you receive.

Operating the Serial Console

The Roving Edge device has a Serial Console that enables you to administer the device by connecting directly to the
device.

To usethe seria console, perform these actions:

1

2.
3.

Connect alocal computer, such as alaptop to the device serial port. See Cable the Roving Edge Device on page
34.

Set up terminal emulation on the local computer, See Set Up Terminal Emulation on page 36.

Power on or reboot the device, and the Serial Console prompts you for the passphrase to unlock the device, then
displays the Serial Console main menu. The passphrase was created when the device was requested, but it can be
changed any time using the Serial Console.

The device Serial Console provides the following menu options:

Unlock Device: Useto unlock the device using an unlock passphrase obtained from the device's node resource in
Oracle Cloud Infrastructure.

Change Passphrase: Use to update the device's unlocking passphrase. This passphrase islisted in the Details
section of your node in the OCI Console.

Configure Networking: Use to configure | P address, subnet, and gateway for the device. Y ou can also configure
DNS, NTP, and the public IP pool range for Compute VM instances through this command. See Configure
Network Parameters on page 37.

Show Status: Useto display the device software version, lock or unlock status, and other device information.
Show System Diagnostics: Use to display diagnostic information regarding the device's system attributes.
Shutdown Device: Useto shut down the device.

Reboot Device: Use the reboot the device.

Enter Safe-M ode: Contact support before using Safe-Mode, use when the storage is full resulting in write and/or
read errors. At this storage capacity level the Compute service and other device operations are suspended. While
in safe mode, you can remove items from object storage until the capacity is lower, preferably at 80% or less. See
Avoiding Storage Overages Using Safe Mode on page 45.

Exit Safe-M ode: Use to take the device out of safe mode after you have lowered the device's storage capacity
level. See Avoiding Storage Overages Using Safe Mode on page 45

Shred Key: Useto destroy or "shred" the master key of your device. Run this command if you believe the
device's has been compromised or is unsafe and is likely to be compromised. See Shredding the Master Key

Recover Key: Useto recover a device whose key has been shredded and return it to service. See Recovering Y our
Device after Shredding the Master Key.

Reset Device: Use to reset the device, either to factory level (objectsin object storage are deleted) or service level
(objectsin the object storage retained.). See Resetting Devices on page 44.

Advance Menu: Use to access additional menu commands:

< Banner Management: Use to run various banner tasks. The banner is the default message that appears when
you attempt to log into the device. See Managing the Banner on page 45.

« Network Management: Use to display the status various network-related topics. See Managing the Network
on page 46.

» Password Management: Use to specify the number of user login attempts allowed. See Managing Y our
Password on page 47.
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* Node Health: Use to monitor the storage health in Roving Edge Infrastructure device nodes. Storage health
covers following components:

» Block storage health

» Object storage hedlth

« Storage backend services health
e Disk health

The health of a service on a device node is determined by the following classifications:

e« AVAILABLE: The serviceisavailable, and al components are functional.

« WARNING: The serviceis till functional, but some minor issue is happening and we may need to pay
attention.

+ DEGRADED: The serviceis partialy functional and some components have issues.

* UNAVAILABLE: The serviceis not responding or some components have critical issues which make the
service not functional.

« Diagnostics: Use to run tasks related to collecting diagnostics data related to Roving Edge Infrastructure device
performance. Y ou can collect the diagnostics data and forward it to Oracle for analysis. See Collecting Device
Diagnosis Information.

* Help: Useto display the online help for the Serial Console.

Resetting Devices

Y ou can reset your Roving Edge Infrastructure device to various levels. Use this feature if your device is not
functioning correctly and you cannot recover it using regular troubleshooting operations such as rebooting.

Resetting your device affects its on-device services. If a service has been modified by a system upgrade, resetting
the device reverts the service to its original version. All virtual machine (VM) instances, block and boot volumes,
network configurations are deleted by resetting your device. The state of IAM serviceis also removed. The system
prompts you for a new root password, and after that the IAM isreinitialized to the blank state with only the root user
active.

Object storage contents are not automatically deleted in the same manner as the other services. When you perform a
factory reset, you are prompted to select one of the following object storage options:

Y our device must be running and connected to your controlling host running terminal emulation software such as
PUTTY to reset the device. See Set Up Terminal Emulation on page 36 for more information.

1. Using terminal emulation, select the Reset Device menu option. The following options appear:

» Factory Reset: This option deletes all VM instances, boot volumes and block volumes on the device. All
system upgrades are rolled back. All user information is deleted and a single root user is created. All objectsin
the object storage are deleted, including VM images and audit logs.

* Service Reset: Thisoption deletesall VM instances, boot volumes and block volumes on the device. All user
information is deleted and a single root user is created. Objectsin the object storage remain untouched.

« Network Reset: This option resets the network configuration values to the factory default for items such as
DNS servers. User-configured values, such as | P addresses are removed. See Configure Network Parameters
on page 37 after you reset the network to reestablish your networking.

2. Thefollowing options appear:
3. Enter the device passphrase when prompted.
4. Enter the new user root password when prompted.

Object storage contents are not automatically deleted in the same manner as the other services. When you perform a
factory reset, you are prompted to select one of the following object storage options:

* Preserveobjects: Deletesall VM instances, boot volumes and block volumes on this device. All system upgrades
arerolled back. All user information is deleted and asingle root user is created. All objectsin object storage
remain untouched.
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« Do not preserve objects. Deletes all VM instances, boot volumes and block volumes on this device. All system
upgrades arerolled back. All user information is deleted and a single root user is created. All objectsin object
storage are deleted.

Avoiding Storage Overages Using Safe Mode
We recommend keeping the object storage capacity on your Roving Edge Infrastructure devices at 80% or less.

When the storage is full, read and write errors can occur and storage operations cease. If this occurs, place your
devicein Safe Mode and remove items from object storage until the capacity is lower, preferably at 80% or less.

Y our device must be running and connected to your controlling host running terminal emulation software such as
PUTTY to place the device in Safe Mode. See Set Up Terminal Emulation on page 36 and Operating the Serial
Console on page 43 for more information.

1. Using terminal emulation, select the Enter Safe-M ode menu option.
2. Remove items from object storage. We recommend keeping object storage levels at 80% or less.

3. Select Exit Safe-M ode. After the Roving Edge Infrastructure device determines that its object storage capacity is
below the 95% level, it returns to normal operation.

See Roving Edge Infrastructure Device Monitoring on page 155 for more information about monitoring and
calculating object storage capacity.

Managing the Banner

The serial device banner is a message that is displayed each time you attempt to log in to the device. Typically this
message contains information regarding the nature of the device, including any rules and restrictions for its use. By
default, the banner consists of the following message:

You are accessing a U S. Governnent (USG Information System (1S) that is
provi ded for USG authorized use only. By using this IS (which includes any

device attached to this IS), you consent to the follow ng conditions:

-The USG routinely intercepts and nonitors comuni cations on this IS for
pur poses including, but not limted to, penetration testing, COVSEC
noni t ori ng,

net wor k operations and defense, personnel nisconduct (PM, |aw enforcenent
(LE), and counterintelligence (Cl) investigations.

-At any time, the USG may inspect and seize data stored on this IS.

- Conmuni cati ons using, or data stored on, this IS are not private, are
subj ect

to routine nonitoring, interception, and search, and nay be discl osed or
used

for any USG aut horized purpose

-This IS includes security neasures (e.g., authentication and access
control s)

to protect USG interests--not for your personal benefit or privacy.

-Notwi t hst andi ng t he above, using this IS does not constitute consent to PM
LE

or Cl investigative searching or nonitoring of the content of privileged

communi cati ons, or work product, related to personal representation or
servi ces

by attorneys, psychotherapists, or clergy, and their assistants. Such

communi cati ons and work product are private and confidential. See User

Agreenent for details.

Y ou can run different commands regarding the device banner, including changing the message.

1. Using termina emulation, select the Advanced M enu > Banner M anagement menu option. The following
options appear:

« Display Banner: Useto display the current banner information.

Oracle Cloud Infrastructure Roving Edge Infrastructure 45



Roving Edge Infrastructure

« Update Banner: Use the create a new banner message. Enter the message you want to replace the current
banner.

« Disable/Enable Banner: Use to disable the banner, or re-enable the banner if it is currently disabled. If the
banner is disabled, you are promoted to enter your password when you attempt to log into the device with no
banner message appearing.

* Reset Banner: Useto revert the existing banner message to the default one that came with the device.

2. Enter you option choice and continue.

Managing the Network
Y ou can manage various device network capabilities from the Serial Console.

1. Using terminal emulation, select the Advanced Menu > Network M anagement menu option. The following
options appear:

* MACsec Status: Useto show the current status of the network connection over MACsec. If the statusisn't
OK, the device attempts to repair the MA Csec connection by flapping the interface.

* Internet Gateway Status: Use to show which internet gateways (IGWSs) are active and how the connection
from on-premises flows for instances on nodes without an IGW.

« VNIC Information Table: Use to show detailed information (1P, DNS Name, Attachment information) about
al the VNICs that have been created on the system.

« Diagnostic Commands. Use to run diagnostics commands from the Serial Console to help troubleshoot
network connectivity issues. Currently, Roving Edge Infrastructure supports the Ping and Traceroute
commands.

2. Enter you option choice and continue.

Managing Ethernet Bonding

Ethernet bonding enables the use of multiple NICs to connect to your network, providing resiliency and higher
throughput. Ethernet bonding works in 802.3ad mode, using layer2+3 hashing for traffic, so it's fully compatible with
switch aggregation using LACP.

For Roving Edge devices, Ethernet bonding is managed using the device serial console. For information about
accessing the serial console, see Cable the Roving Edge Device on page 34 and Set Up Terminal Emulation on
page 36. For information about the serial console menu options, see Operating the Serial Console on page 43.

Y ou can perform the following tasks when the device islocked or unlocked.

Displaying the Ethernet Bonding Status
In the following steps, select serial console menus by entering the menu number and pressing Return.

1. Inthe serial console main menu, select Configur e the Network.
2. Select Configure Ethernet Bonding.

The Linux Ethernet Bonding options are displayed.
3. Sdect Display Ethernet Bonding Status.

The Ethernet bonding information is displayed.

Enabling Ethernet Bonding
Note:

Before you enable Ethernet bonding, perform these tasks:

e Connect Ethernet cables from your data center switch to the Ethernet
bonding ports. See Rear Panel |dentification on page 32.

e Configure your data center switch to use aggregation/LACP in passive/
active mode, and not forced on/off.
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1. Inthe seria console main menu, select Configurethe Network.
2. Sdlect Configure Ethernet Bonding.

The Linux Ethernet Bonding options are displayed.
3. Select Enable Ethernet Bonding.

If the deviceis unlocked, enabling bonding takes a few minutes to complete.

When complete, the list of interfaces that were added is displayed.

Disabling Ethernet Bonding
When you disable Ethernet bonding on the device, also disable LACP aggregation in your data center switch.

1. Inthe seria console main menu, select Configure the Network.
2. Sdlect Configure Ethernet Bonding.

The Linux Ethernet Bonding options are displayed.
3. Select Disable Ethernet Bonding.

If the deviceis unlocked, enabling bonding takes a few minutes to complete.

When complete, the serial console displays a confirmation and information about the NIC that's active.

Managing Your Password
Y ou can manage the number of password attempts allowed in the Serial Console.

1. Using terminal emulation, select the Advanced Menu > Network M anagement menu option. The following
option appears:

No. of attempts before key is shredded (Default: 10)
2. Select this option. The following option appears:

Enter number of unlock attempt allowed (between 3 and 100)
3. Enter the number of attempts the user can try to unlock the device before they are prevented from any further tries.
The number of attempts can be between 3 and 100. If you do not provide a value, the default number 10 is used.

When you attempt to login and provide an incorrect password, a message similar to the following appears:

Enter the passphrase to unlock the screen: ****

*** 1 failed attenpt out of 4 allowed attenpts. Once failed attenpt reach 4,
data access will be lost. ***

Error: The passphrase is incorrect!

If you reach your final attempt before you exceed the number of attempts allowed, a message similar to the following
appears:

*** Next failed attenpt will shred the unlock key and data access to this
device will be lost. Used 3 attenpts out 4 allowed attenpts. ***
Error: The passphrase is incorrect!

Note:

Y ou can test this feature after specifying the number by waiting for the screen
timeout (900 seconds) to occur and the screen becomes locked. Try logging
in using an incorrect password and view the result. Make sure you do not
exceed your number of tries allowed, or you will lose your passphrase.
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Managing Your System Upgrades

Y ou can disable your Roving Edge Infrastructure device's ability to have its system upgraded in a disconnected
environment using the Serial Console. Disable the disconnected upgrade by discarding the signing public key. You
can also display the device's signing public key.

1. Using terminal emulation, select the Advanced Menu > System Upgrade M anagement menu option. The
following options appear:

» Disable Disconnected Upgrade: Use to disable the disconnected upgrade feature by discarding the public
signing key. See Device Software Management for general information.

Note:

Thisisanirreversible action. Y ou cannot perform a disconnected
upgrade until the key is restored by connecting back to Oracle Cloud
Infrastructure. Do not perform this operation unless advised by Oracle to
discard the upgrade bundle signing public key.
« Display Signing Public Key: Use to display the public key corresponding to the private key that was used to
sign the disconnected upgrade bundle.
2. Enter you option choice and continue.

Displaying the Serial Encryption Key

There are times when you need to access the encryption key from the Roving Edge Infrastructure device through the
Serial Console. For example, if you are encrypting a downloaded diagnosis bundle that you are preparing to forward
to Oracle for analysis.

1. Using terminal emulation, select the Diagnostics menu option. The Diagnostics M enu appears.
2. Select Show Diagnostics Bundle Encryption Key. The encryption key is displayed.
3. Record the key for use as needed.

Accessing a Roving Edge Infrastructure Device

Describes the different methods for accessing a Roving Edge I nfrastructure device.

The Command Line Interface (CLI) is covered in a separate topic due to the complexity of the configuration. See
Using the Command Line Interface with a Device.

Note:
Use only ASCII text for al inputs to Roving Edge Infrastructure and Roving

Edge Infrastructure devices. This requirement applies to the browser-based
Consoles, CLIs, and APIs.

Accessing the Oracle Cloud Infrastructure Cloud Console

Y ou can create and manage your Roving Edge I nfrastructure device-based nodes using the Oracle Cloud
Infrastructure Cloud Console. Here is where you also specify the workloads that determine the provision of these
devices.

Note:

Y ou must have internet access to access the Oracle Cloud Infrastructure
Cloud Console.
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Accessing the Roving Edge Infrastructure Device Console

Use the browser-based Roving Edge Infrastructure Device Console to manage your workloads, perform tasks, and
monitor system health. No internet accessis required to access the Device Console. Y ou can synchronize your object
storage data using a connection to your home region.

The Device Console retains the look and feel of the OCI Cloud Console, and alows you to manage and control the
on-box services on your device.

When you first sign in to the Device Console, you're prompted to regenerate the password. The Device Console
expires after 90 days, after which you must reset it.

Important:

Securely store the Device Console password. If you lose or forget this
password, you can't retrieve it and you're no longer able to access the Device
Console. Don't share this password with other users who might reset the
password and not communicate the change. We recommend you closely
manage your Device Console passwords within your organization.

User Management

We recommend creating users and assigning them to user groups. Y ou can then apply permissions to these user
groups for better access management. See |dentity and Access Management (IAM).

Device Console Sessions

Y ou can have a maximum of three Device Console sessions per user connected to a Roving Edge Infrastructure
deviceat atime. A session is considered a user sign-in into Roving Edge Infrastructure device from a single browser.
Y ou can have several tabs open within a specific browser, such as Chrome or Firefox, but it's still considered asingle
session. However, using two or more different browsers counts as separate sessions toward the maximum.

If you try to access Device Console sessions beyond this maximum limit, you receive an error. If you're at the
maximum number of allowed sessions, close an existing session by logging out of the Device Console before opening
anew one.

A Device Console session is automatically ended after 15 minutes of inactivity. When active, asession is
automatically ended after 4 hours.

APl Keys

Y ou can set up API keys and use them to communicate with the RED using the Oracle Cloud I nfrastructure command
lineinterface (CLI). See API Signing Keys.

The following example shows how you can use the CL1 to set up APl keys for managing the password:

Get the credential ocid for the user
$ oci iamuser oauth2-credential list --user-id

Del ete the credential for the user
$ oci iam user oauth2-credential delete --user-id <> --oauth2-client-
credential -id <>

Create a new credential (note the generated password fromthe response to
login to U, U wll ask for regenerate password on | ogin)
$oci iam user oauth2-credential create --user-id <> --nane "U -consol e-

oaut h-credential" --description "Gauth credential for U Consol e" --scopes
"[{"audi ence":"", "scope": <tenancy_id>}]"'
Response:
"data": {
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"conpartnment-id": "ocidl.tenancy. orei..exanpl euni quel D'
"description": "Cauth credential for U Console",
"expires-on": "2023-06-15T17: 06: 52. 487000+00: 00"
"id": "ocidl.credential.orei..exanpl euni quel D'
"l'ifecycle-state": "ACTIVE"
"name": "U -consol e-oaut h-credential ",
"password": "T<zO[; Ezl K_MPA- Ayews",
"scopes": |

"audi ence": "",

"scope": "ocidl.tenancy. orei..exanpl euni quel D'
| }
"time-created”: "2023-06-15T17: 06: 52. 490000+00: 00"
"user-id": "ocidl.user.orei..exanpl euniquel D'

} ’
"etag": "O0f cd03d4f dbe303335f 6b24f da89b2a879a1461d"

Certificate Requirements

Download aroot CA certificate from each Roving Edge Infrastructure device and import it to your Device Console
host to gain access to that device. The following sections describe this process for different operating systems.

Linux and Mac OS

Linux and Mac OS: Use the following command to download the root CA certificate from a Roving Edge
Infrastructure device:

echo -n | openssl s_client -showerts -connect ip_address: 8015 | sed -ne '/-
BEA N CERTI FI CATE-/, /- END CERTI FI CATE-/p' > redroot. pem

wherei p_addr ess isthe |P address of the Roving Edge Infrastructure device.
To access the Device Console with a host name, use one or both the following methods:

First, obtain the SSL certificate device name by using the following command with ther edr oot . pemfile
downloaded:

openssl x509 -in redroot.pem-text -noout | grep DNS

 If the output of the above command is prefixed with * , it indicates awildcard certificate. Prefix the value with the
subdomain of your choice and add the host name and | P address to the hosts file on your local system.

 |f the output has multiple DNS values, use any of the comma-separated values and add the host name and IP
address to the hosts file on your local system.

If you are using aMac OS system on a Safari or Chrome browser, use the MacOS Keychain. Open the Finder and
look for ther edr oot . pemfile. Double-click the file and install the certificate.

If you are using aMac OS or Linux system on a Firefox browser, go to Firefox Settings (or Preferences) > Privacy
& Security > View Certificates> Authoritiestab > Import and select ther edr oot . pemfile. If apop-up appears
about trust settings, check both boxes regarding ability to identify websites and identify mail users.

If you are using a Linux system on a Chrome browser, go to Chrome Settings (or Preferences) > Security and
Privacy > Security> Manage certificates > Authoritiestab > Import > Browse and choose ther edr oot . pem
filein the location where you created it. Next, click Open and select the Trust this certificate for identifying
websites option. The certificate appearsin the list of certificate authorities.

Now you can securely access the Device Console with your browser.

Windows

Asaprerequisite, download and use the pre-built openssl binaries from the following sites:
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» https://wiki.openssl.org/index.php/Binaries
* https://github.com/curl/curl-for-win
* https://curl.se/fwindows/

Next, obtain the Roving Edge Infrastructure device's Root CA and Intermediate CA using SSL by running the
following command:

execute conmmand - openssl.exe s _client -connect device ip_address: 8015 -
showcerts

For example:

D: \'t enp\ openssl - 3. 0. 0- wi n64- m ngwW bi n>openssl| .exe s_client -connect
10. 145. 140. 57: 8015 -showcerts

CONNECTED( 00000130)

Can't use SSL_get _servernane

depth=2 C = US, ST = CA, O= Oacle Corporation, QU = Oacle Roving Edge
Infra, CN = | ab-17-red-1-root-CA

verify error:nunm=l19: self-signed certificate in certificate chain

verify return:1

depth=2 C = US, ST = CA, O= Oacle Corporation, QU = Oracl e Rovi ng Edge
Infra, CN = |ab-17-red-1-root-CA

verify return: 1

depth=1 C = US, ST = CA, O= Oacle Corporation, QU = O acle Roving Edge
Infra, CN = lab-17-red-1-internmedi at e- CA

verify return:1

depth=0 C = US, ST = CA, O= Oacle Corporation, QU = Oracl e Rovi ng Edge
Infra, CN = lab-17-red-1

verify return: 1

Obtain the certificate by pointing your browser at the Roving Edge Infrastructure device and clicking the NET -
ERR_CERT_AUTHORITY_INVALID error message that appears.

Theroot CA certificate isthe last (or third) certificate in the chain shown by Edge and Chrome browsers, or the
middle (or second) certificate in Firefox browsers. Copy and paste the root CA certificate from the browser to
Notepad and save the file with the filenamer edr oot . cer . The certificate starts with aline containing: BEG N
CERTI FI CATE and end with the line containing: END CERTI FI CATE

If you are using an Edge and Chrome browser, add the certificate to the trust store by opening the File Explorer and
double-clicking ther edr oot . cer file. Install the certificate. Place all certificatesin the Trusted Root Certificate
Authorities folder.

If you are using a Firefox browser, import ther edr oot . cer fileinto Firefox. Go to Firefox Settings > Privacy &
Security > View Certificates > Authorities tab > Import, and choose ther edr oot . cer file. If a pop-up appears
about trust settings, check both boxes regarding ability to identify websites and identify mail users.

Now you can securely access the Device Console with your browser.

Command Line Interface

The Oracle Cloud Infrastructure Command Line Interface (CLI) provides a set of commands for configuring and
running Roving Edge Infrastructure tasks. Use the CLI as an aternative to running commands from the Device
Console. Sometimes you must use the CLI to complete certain tasks where no Device Console equivalent is available.

Use the CLI to perform Roving Edge Infrastructure service tasks within the Oracle Cloud Infrastructure cloud. These
tasks can include requesting nodes, and running tasks directly on device nodes. Install the CLI separately on each
device. CLIsinstalled on devices run locally within your environment and don't require internet access.

See Using the Command Line Interface for information on how to install, set up, and use CLIswith Roving Edge
Infrastructure.
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API

Roving Edge Infrastructure provides REST APIsfor most of its supported features and functionality. APl Reference
and Endpoints provides endpoint details and links to the available API reference documents. For general information
about using the API, see REST APIsin the Oracle Cloud Infrastructure documentation.

Using the Command Line Interface with a Roving Edge Infrastructure
Device

Describes how to use the Command Line Interface to access a a Roving Edge I nfrastructure device.

The Oracle Cloud Infrastructure Command Line Interface (CLI) provides a set of commands for configuring and
running Roving Edge Infrastructure tasks. Use the CL1 as an aternative to running commands from the Device
Console. Sometimes you must use the CLI to complete certain tasks where no Device Console equivalent is available.

Use CLIsto perform Roving Edge Infrastructure service tasks within the Oracle Cloud Infrastructure cloud. These
tasks can include requesting nodes, and running tasks directly on device nodes. Install the CLI separately on each
device. CLIsinstalled on devices run locally within your environment and don't require internet access.

Minimum Required CLI Version

The minimum CLI version required for Roving Edge Infrastructureis 2.12.1.

Determining CLI Versions
Access the following URL to see the currently available version of the CLI:
https://github.com/oracle/oci-cli/blob/master/ CHANGEL OG.rst

Enter the following command at the prompt to see the version of the CLI currently installed on your machine:
oci --version

If you have aversion on your machine older than the version currently available, install the latest version.
Note:

Always update to the latest version of the CLI. The CLI is not updated
automatically, and you can only access new or updated CL | features by
installing the current version.

Updating Your Hosts File
Openyour/ et c/ host s fileandadd ani p_addr ess host _nane entry for your RED.

Wherei p_addr ess isthe |P address of the Roving Edge Infrastructure device, and host _nare isthe name of the
Roving Edge Infrastructure host on which you are running the CLI.

For example:

10. 0. 1. 8 rover. myconpany. com

Access the hostname by running the following commands:
« Download ther edr oot . pemcertificate:

echo -n | openssl s_client -showcerts -connect ip_address: 8015 | sed -ne '/-
BEG N CERTI FI CATE-/, /- END CERTI FI CATE-/p' > redroot.pem
* Then display the DNS hostnames:

openssl x509 -in redroot.pem-text -noout | grep DNS

In the command's return, the following appears:
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« DNS: *. cert commonnane. com Thisindicates awildcard certificate. Prefix the certificate with the
subdomain of your choice "ex: rover" and open your / et ¢/ host s file and add aline with the following:

10. 145. 140. 5 rover. cert conmbnnane. com

e DNS:rover-install-red-1, DNS: ..,:Chooseany of the DNS outputs and add the following line to your
/ et c/ host s file

10. 145.140.5 rover-install-red-1
Openyour / et ¢/ host s file and add aline with the following:
10. 145. 140. 5 rover. mycomnpany. com ot ec-consol e-1 ocal rover-install-red-1

If the required parameter value islisted as a variable, for example nane, then you must provide avalue. Enter the
command as it appears in the documentation.

Theinclusion of [ OPTI ONS] in the command syntax indicates optional parameters. Access the CLI'sonline help for
alist of optional parameters and their usage.

Installing the CLI
Installation and configuration of the CLIsis described in detail in Command Line Interface (CLI) topic in the Oracle
Cloud Infrastructure documentation.

Setting Up the Config File

Before setting up the config file, you need to gather the following information:
* Roving Edge Infrastructure tenancy OCID. Obtain the tenancy OCID using the following command:

curl -k https://ip_address: 12060/ v1l/t enant s/ or ei

wherei p_addr ess isthe IP address of the Roving Edge Infrastructure device. The tenancy OCID is contained
in the return, for example:

{

"id" : "ocidl.tenancy. orei..uniquel D',
"nanme" : "orei"

}

Alternatively, enter the following URL into your Device Console web browser:
https://ip_address: 12060/ v1l/t enant s/ or ei

The tenancy OCID isreturned in your web browser.

* Roving Edge Infrastructure user | dentity and Access Management (IAM) OCID. Obtain the tenancy OCID using
the following steps:

1. Accessthe Device Console for your device node.
2. Open the navigation menu and select | dentity Management > Users.

The User s page appears. All users are listed in tabular form.
3. Click the user whose details you want to get. The user's Details page appears.
4. Findthe OCID line under User Information in the Details page and copy link and save this information.

Keep the IAM User web page open as you need it to upload the public key in PEM format.
5. Createan. oci directory in the home directory on the host where you have OCI CLI installed. For example:

¢ Linux and Macintosh:

cd $HOVE
nkdir . oci
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cd . oci

¢ Windows PowerShell:

nkdi r %1OVEDRI VEY®4IOVEPATH% . oci
cd ~
cd . oci

* RSA Key Pair in PEM format: In aLinux or Macintosh terminal, or Windows PowerShell window, switch to the
. oci directory and run:

oci setup keys

The command creates the following filesin the. oci directory:

e oci_api _key public.pem
e oci_api _key. pem

Return to Device Console and go to the IAM User Details page. Click APl Keys on the |eft side of the window,
then click Add Public Key and select theoci _api _key_publ i c. pemfilefor upload.

After uploading the key, record the Finger print value as you will need it later for updating the configuration file.

Inthe. oci directory, createthe conf i g file and populate it with the following:

[ DEFAULT]

user =user_ocid_from RED consol e
fingerprint=your_fingerprint_generated_after_upl oadi ng_t he_public_key
key file=path_to_hone_directory/.oci/oci_api_key.pem

tenancy=t enancy_ocid from curl comand_or_ web_browser

regi on=r egi on_nane

Exanpl e:

[ DEFAULT]

user =oci d1. user. orei .. uni quel D
fingerprint=10:00: 00: db: dd: c4: de: 71: al: 01: 10: 88: f 9: 95: le: 23
t enancy=oci d1. t enancy. orei .. uni quel D

regi on=us- ashburn-1

key file=/Users/usernane/.oci/oci_api_key. pem

If you included a passphrase when creating the PEM key, add a line with:
pass_phrase=your _passphrase
Note:
Roving Edge Infrastructure OCIDs, such asfor user andt enancy, contain

or ei inthevalues.

If you already haveaconf i g filewith a DEFAULT profile, you can create more entries with a profile with the name
of your choice.

Each Roving Edge Infrastructure tenancy (device) needs its own profile. Y ou can use a base name and increment
the number for each device. The following example uses the profile name ROVI NGEDGEL from the base name
ROVI NGEDCE:

The following example uses the profile ROVI NGEDGEL:

[ DEFAULT]

user =user_oci d

fingerprint=your_fingerprint

key file=path_to _hone_directory/.oci/oci_api_key.pem
t enancy=t enancy_oci d
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r egi on=r egi on_nane

[ ROVI NGEDGE1]

user =user _oci d_from RED consol e_U

fingerprint=your fingerprint_generated after_upl oadi ng _the public_key
key file=path_to_hone_directory/.oci/oci_api_key.pem

tenancy=t enancy_ocid_from curl _command_or_web_browser

regi on=r egi on_nane

Exanpl e:

[ DEFAULT]

user =oci d1. user. ocl. . uni quel D

fingerprint=10: 00: 00: db: dd: c4: de: 71: al: 01: 10: 88: f 9: 95: 1e: 23
t enancy=oci d1. t enancy. ocl. . uni quel D

regi on=us- ashburn-1

key file=/Users/usernane/.oci/oci_api_key. pem

[ ROVI NGEDGE1]

user =oci d1. user.orei..uni quel D

fingerprint=10: 00: 00: db: dd: c4: de: 71: al: 01: 10: 88: f 9: 95: 1e: 23
t enancy=oci d1. t enancy. or ei . . uni quel D

regi on=us- ashburn-1

key file=/Users/usernane/.oci/oci_api_key. pem

Note:

All Roving Edge Infrastructure OCIDS contain the string or ei .

If you're using a non-default profile name, includethe- - profil e profil e_nane optioninall CLI commands.
For this example, using the ROVI NGEDGEL profile requires you include - - pr of i | e ROVI NGEDGEL in your CLI
syntax. The following section "Setting Up the OCI CLI RC File" describes an optional method of eliminating this
reguirement.

Each Roving Edge Infrastructuredevice requires its own profile. Pick a base name such as ROVI NGEDGE and
increment the number for each device. For example: ROVI NGEDGEL.

Setting Up the OCI CLI RC File

Oracle strongly recommends setting up an optional OCI CLI RC file when using Roving Edge Infrastructure devices.
Setting up an OCI CLI RC file makes running CLI commands easier by eliminating the need to include the - -
profile profile_nane optioninall CLI commands.

The OCI CLI RC file needs to match the profile set inthe conf i g file. If you are using a DEFAULT profilein
theconfi g file the OCI CLI RC file also uses DEFAULT. If you created a profile with another name, such as
ROVI NGEDGE1, use ROVI NGEDGEL profile for the OCI CLI RCfile.

Before setting up the OCI CLI RC file, perform the following tasks to get the following information:
* Createacert bundle:

Return to where you generated your PEM keys and run the following command:

echo -n | openssl s_client -showcerts -connect ip_address: 8015/ sed -ne '/-
BEG N CERTI FI CATE-/, /- END CERTI FI CATE-/p' > bundl e. pem

A filewith three certificatesis created inthe . oci directory. Record the path for future use.
e Createafilecaledoci _cli _rcinthe. oci directory with the following contents:

[ DEFAULT]

# Specifies cert bundle to use

cert-bundl e = path_to_bundl e/. oci/bundl e. pem

# Specifies default conpartnment id so it doesn't have to be set as env
variabl e or on CLI

conpartnment-id = tenancy_ocid used in_config file

# Defines endpoint to use for conpute
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comput e. endpoi nt = https://otec-consol e-1ocal : 19060
# Defines endpoint to use for object storage

0s. endpoint = https://otec-consol e-|ocal : 8019

# Defi nes nanespace

0S. namespace = rover - nhamespace

# Defines endpoint to use for |AM

i am endpoi nt = https://otec-consol e-1ocal : 12050

# Defined endpoint for block

bv. endpoi nt = https://otec-consol e-1ocal: 5012

# Defined endpoint for VCN 18336

net wor k. endpoi nt = https://otec-consol e-1ocal : 18336

If you aready havean oci _cl i _r c file configured with a DEFAULT entry, match the name used intheconf i g
file. If you use another profile name (for example, ROVI NGEDGEL), theoci _cl i _r ¢ fileincludes that name. For

example:
[ DEFAULT]
# Defines OCI Tenancy object nanespace
0s. namespace = idbcqg3arvipy
[ ROVI NGEDGE1]

# Specifies cert bundle to use

cert-bundl e = /Users/usernane/.oci/bundl e. pem

# Specifies default conmpartment id so it doesn't have to be set as env
vari abl e or on CLI

conpartnent-id = ocidl.tenancy. orei..uniquelD

# Defines Roving Edge endpoint to use for conpute
conput e. endpoi nt = https://otec-consol e-local : 19060

# Defines Roving Edge endpoint to use for object storage
0s. endpoint = https://otec-consol e-1ocal : 8019

# Defines Roving Edge object nanespace

0S. hamespace = rover - nanmespace

# Defines Roving Edge endpoint to use for |AM

i am endpoi nt = https://otec-consol e-local : 12050

# Defined Roving Edge endpoint for bl ock

bv. endpoi nt = https://otec-consol e-1ocal : 5012

# Defined Rovi ng Edge endpoint for VCN 18336

net wor k. endpoi nt = https://otec-consol e-1ocal : 18336

Using the CLI
Y ou can specify CLI options using the following commands:
e --option val ue

or
e --option=val ue

Not usingthe OCI CLI RC File
If yourenotusinganoci _cli _rc file thebasic CLI syntax for Roving Edge Infrastructureis:
oci resource action options --endpoint resource_endpoi nt --conpartnent-
i d Roving_Edge_tenancy_ocid _used_in_config file --cert-bundle path_to _cert
bundl e
This syntax is applied to the following:

e oci istheshortened CLI command name

e 0s bucket isanexampleof ar esour ce
e createisanexampleof anacti on

e Other stringsareopt i ons
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Resource endpoints are:
* Object Storage: htt ps: // ot ec-consol e-1 ocal : 8019

Object Storage commands also need to includethe - - nanespace rover - nanespace option.
e« Compute https://otec-consol e-1ocal : 19060
» Block Storage: htt ps:// ot ec-consol e-1 ocal : 5012
e |AM:https://otec-consol e-local : 12050
* Network: https://otec-consol e-1 ocal : 18336
o DataSync:https://otec-consol e-1ocal : 21060
e System Upgrade: htt ps:// ot ec-consol e-1 ocal : 23060
« Events https://otec-consol e-local : 18000
e Monitoring: htt ps: // ot ec- consol e-1 ocal : 22060
» Diagnostic Tooling: htt ps: // ot ec- consol e-1 ocal : 31060

Include thevalue ot ec- consol e- | ocal forthel P addr ess lineentry inthe/ et ¢/ host s fileto usethe
oci _cli _rc filefunctionality.

If you're using an Oracle Cloud Infrastructure certificate, resource endpoints are:
Ex: DNS: *. cormonnane. com
e Object Storage: htt ps: //rover. cormonnane. com 8019

Object Storage commands also need to includethe - - nanespace rover - nanespace option.
e Compute https://rover. commonnane. com 19060
e Block Storage: htt ps: //rover. comobnnane. com 5012
e |AM:https://rover.conmonname. com 12050
e Network: https://rover. commonnane. com 18336
o DataSync:https://rover. conmonnanme. com 21060
e System Upgrade: https://rover. conmonnane. com 23060
« Events https://rover.cononnamne. com 18000
e Monitoring: htt ps://rover. cormonnamne. com 22060
» Diagnostic Tooling: ht t ps: // rover . commonnane. com 31060

Note:

If the device certificate is self-signed, Include the value ot ec- consol e-
| ocal forthe|P addressline entry in the /etc/hosts file to use the
oci _cli _rc filefunctionality.

Thisisan example of a CLI command:

oci o0s bucket list --conpartment-id ocidl.tenancy.orei..uniquelD --endpoint
https://otec-consol e-1ocal : 8019 --cert-bundl e /Users/usernane/.oci/
bundl e. pem

If your conf i g file entry for the Roving Edge Infrastructure environment is not DEFAULT, include the- - profil e
profil e_nane optioninyour CLI syntax. For example:

oci os bucket list --conmpartnment-id ocidl.tenancy.orei..uniquelD --endpoint
https://otec-consol e-1ocal : 8019 --cert-bundl e /Users/usernane/.oci/
bundl e. pem - - profil e ROVI NGEDGEL

Note:

Avoid entering confidential information as part of the display name.
Usingthe OCI CLI RC File
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If youareusingt he oci _cli _rc file thebasic CLI syntax for Roving Edge Infrastructureis:
oci resource action options

This syntax is applied to the following:

e oci istheshortened CLI command name

e 0s bucket isanexampleof ar esour ce
« |ist isanexampleof anacti on

e Other stringsareopt i ons

The following command line example shows atypical CLI command construct for listing the buckets in a specified
compartment:

oci o0s bucket list --conmpartnent-id ocidl.tenancy. orei..uniquelD

If your conf i g file entry for the Roving Edge Infrastructure environment is not DEFAULT, you must also include
the--profile profil e_nane optioninyour CLI syntax. For example:

oci o0s bucket list --conpartnment-id ocidl.tenancy.orei..uniquelD --endpoint
https://otec-consol e-1ocal : 8019 --cert-bundl e /Users/usernane/.oci/
bundl e. pem - -profil e ROVI NGEDGEL

Required and Optional Parameters
Most command line utilities have both required and optional parameters that are included with the command.
Required parameters are included in the command's syntax, for example:
oci os bucket create --nanme nane [ OPTI ONS]
If the required parameter value islisted as a variable, for example nane, then you must provide avalue. Enter the
command as it appears in the documentation.

Theinclusion of [ OPTI ONS] in the command syntax indicates optional parameters. Access the CLI'sonline help for
alist of optional parameters and their usage.

Running CLIs on a VM Instance
Follow these guidelines for running CLIs on compute instances hosted by Roving Edge Infrastructure devices.
Note:

Theinstructionsin this topic are for Oracle Linux host computers.
« Havethe VM go through the following loca IP:

169. 254. 169. 254
« Havethe VM refer to the Roving Edge Infrastructure device as ot ec- consol e-1 ocal .
« Employ the following IP Tables rules:

{ for i in 19060 8019 12050 21060 22060 23060 22060 12060; do i ptables -1
Bar eMet al | nst anceServi ces -d 169. 254. 169.254/32 -p tcp -mtcp --dport $i -
m

commrent --conment "Rover service access port" -j ACCEPT; done }

See Service Portsfor alist of available ports.

Unsupported CLI Commands

The following CLI commands are currently not supported. Workarounds are provided where available.
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e Object StorageCLIs oci os li st

Youcanonly usetheoci os |i st command whenyouincludethe- - fi el ds option. For example:

# oci os object |ist --bucket-nane generic-imge --fields
nane, si ze, ti neCr eat ed, nd5, et ag

{
"data": |

"archival -state": null,
"etag": "b2cl123ff0f 1231c4c7f 41ff92294e4a0- 32",
"md5": "ssYx/w8SUcTHIB/ 51 pTkoA==- 32",
"nanme": "exported-imge",
"size": 2132357120,
"storage-tier": null,
"time-created": "2022-03-01T19: 50: 03. 076000+00: 00",
"time-nodified": null
1
"archival -state": null,
"etag": "febe3cl2el2e31de65b86722a6f e29e7- 32",
"md5": "/148A0A eMi5l uCGci pv4p5w==- 32",
"name": "inported-
i mage- 20210830- 1542 _oci d1. i nage. ocl.i ad. . uni quel D. oci ",
"size": 2132224000,
"storage-tier": null,
"time-created": "2022-03-01T19: 50: 59. 968000+00: 00",
"time-nodified': null

}

prefixes": []

!
}
e ComputeCLIs . oci conpute instance list-vnics

Theoci conpute instance |ist-vnics command liststhe VNICsthat are attached to the specified
instance and is often used to get the public IP for a compute node. This CLI is not currently supported in Roving
Edge Infrastructure. Y ou can get VNIC information, including | P address associated with a VNIC attached to a
compute node, using any of the following methods:

» Device Console: Go to the following location:
Compute > I nstances > | nstance Details > Attached VNICs

The IP addresses for the VNICs are listed in the dialog box that appears.
e CLIl:oci compute instance list-vnics

First, run the following command to list al the VNIC's attachments:
oci conpute vnic-attachment list --instance-id <> --all

Next, run the following command for the specific VNIC for which you want to get details:
oci network vnic get --vnic-id <>

The following example shows these two commands run together with their respective returns:

# oci conpute vnic-attachment |ist --instance-id
oci dl.instance.orei.orei-1..uniquelD --all

"data": |
{ o . .
"avail ability-domain": "orei-1-ad-1",
“"conpartnent-id": "ocidl.tenancy.orei..uniquelD',
"di spl ay-nane": null,

Oracle Cloud Infrastructure Roving Edge Infrastructure



Roving Edge Infrastructure

"id": "ocidl.vnicattachment.orei.orei-1..uniquelD",
"instance-id": "ocidl.instance.orei.orei-1..uniquelD",
"l'i fecycle-state": "ATTACHED',

"nic-index": O,

"subnet-id": "ocidl.subnet.orei.orei-1..uniquel D",
"tinme-created": "2022-03-01T21:07:00.937000+00: 00",
"vlian-id": null,

"vlan-tag": 1,

"vnic-id": "ocidl.vnic.orei.orei-1..uniquelD'
}
]
}
# oci network vnic get --vnic-id ocidl.vnic.orei.orei-1..uniquelD
"data": {
"avail ability-domain": "orei-1-ad-1",
"conpartnent-id": "ocidl.tenancy.orei..uniquelD',
"defined-tags": {},
"di spl ay-name": "test-instance",
"freeformtags": {},
"host nanme- | abel ": "test-instance",
"id": "ocidl.vnic.orei.orei-1..uniquelD",

"is-primary": true,

"l'ifecycle-state": "AVAI LABLE",

"mac- address": "02:00:17: 00: 04: 00",
"nsg-ids": [],

"private-ip": "10.0.0.2",

"public-ip": "10.145.142.128",

"ski p- sour ce-dest -check": fal se,
"subnet-id": "ocidl.subnet.orei.orei-1..",
"tinme-created": "2022-03-01T21:07:00. 155000+00: 00",
"vlian-id": null

}:
"etag": "2c082dlc"
}

If only one VNIC is attached, you can combine these CLI commands with other Linux tools to limit the output
to just the public IP address using the following command:

oci conpute vnic-attachment list --instance-id <> --all|grep -m1 vnic-
idlanwk -F' "' '"{print $4}'|xargs -1{} oci network vnic get --vnic-id {}]|
grep public-iplank -F "' '{print $4}'

For example:

# oci conpute vnic-attachment |ist --instance-id

ocidl.instance.orei.orei-1..uniquelD --all|grep -m1 vnic-id|awk -F "'
"{print $4}'|xargs -1{} oci network vnic get --vnic-id {}|grep public-
iplank -F "' "{print $4}'

10. 145. 142. 128

Accessing Command Line Interface Help

All CLI help commands have an associated help component you can access from the command line. To view the help,
enter any command followed by the - - hel p or - h option. For example:

oci os bucket --help
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Ruggedizing Roving Edge Infrastructure Devices
Describes how to install the ruggedizing protections to your Roving Edge Infrastructure device.

Each Oracle Roving Edge Device comes assembled in the ruggedized case. Follow the instructionsin this section to
use your Roving Edge Device within its ruggedized case. Removing the device from the case is not recommended and
might damage the device.

1. Remove the endcaps from the Ruggedized Transit Case by locating the wing-turn latches on both sides and
turning these counter clockwise as shown to unlatch each endcap.

]

Fron

Figure 1: Wing-Turn Latch Location

The wing-turn latches can be found in the locations shown. There are atotal of eight wing-turn latches on each
cap.
Figure 2: Wing-Turn Latch Operation

Pull the endcaps away from the case.
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Figure 3: Removing the Endcaps from the Ruggedized Transit Case
2. Preparethe EMI Filter assemblies for system installation.

Note:

The EMI Filter assemblies will remain attached to the Faraday Cage with
ground cables during the installation of the system. These ground cables
are delicate and may be damaged if the EMI Filter assembly is pulled too
hard.

a. From the front of the Ruggedized Transit Case, use a T15 Torx.

Figure 4: Loosen the Front EMI Filter Assembly Captive Screws

b. Carefully rotate the top of the EMI filter assembly down until it is resting on the case as shown in the
following image.
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Figure 5: Rotating the Front EMI Filter Assembly
c. From therear of the Ruggedized Transit Case, use a T15 Torx screwdriver to loosen the captive screws on the
rear EMI Filter assembly.

Figure 6: Loosen the Rear EMI Filter Assembly Captive Screws
d. Carefully rotate the top of the EMI filter assembly down until it isresting on the case as shown in the
following image. Be careful not to damage the ground wires attached to the bottom of the EMI filter assembly.
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Figure 7: Rotating the Rear EMI Filter Assembly
3. Connect theinternal power cable from the Faraday cage to the rear of the system as shown:

Note:

If the system and Ruggedized Transit Case configuration will be
transported to another site, do not install the cables.

Figure 8: Connecting the Faraday Cage Power Cable
4. Install the data and power cables and re-seat the EMI Filter assembly onto the Faraday Cage.

a. Route the QSFP28, DB9, and Ethernet (optional) cables through the left cable channel and pull to ensure there
is enough slack to connect the cablesinto each of their ports.
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Figure 9: Data Cable Left Channel Route
b. Connect each cableinto the designated ports, route cable slack through the foam channels, and route the other
end of the data cables through the oval cutout on the EMI Filter assembly.

Figure 10: Data Cable Left Channel Route
¢. Connect the power cable into the port located in right cable channel, route cable slack through the foam
channel and cable mount, and through the oval cutout on the EMI Filter assembly as shown.
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Figure 11: Power Cable Connection and Routing

d. With the cables secured in place rotate and push the EMI Filter assembly forward to align the captive screws
with the screw holes and begin tightening them with thumb and finger. Be sure to apply pressure as the foam
channels that route cables will provide resistance. Once the cables and EMI filter are properly in place, use a
T15 Torx screwdriver to tighten the captive screws on the front EMI Filter assembly.

Figure 12: Rotating and Seating the Rear EMI Filter Assembly
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Figure 13: Tighten the Rear EMI Filter Assembly Captive Screws

5. ldentify the EMI Filter assembly for the front end of the Faraday cage. The front EMI Filter assembly will be a
full screen, whereas the rear EMI Filter will have an oval cutout for routing cabling to the rear of the enclosure.

a. From thefront of the Ruggedized Transit Case, carefully rotate the top of the EMI filter assembly up until it
is aligned with the EMI filter assembly screw holes on the Faraday Cage as shown in the following image. Be
careful not to damage the ground wires attached to the bottom of the EMI filter assembly.

Figure 14: Rotating and Seating the Front EMI Filter Assembly
b. UseaT15 Torx screwdriver to tighten the captive screws on the front EMI Filter assembly.
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Figure 15: Securing the Front EMI Filter Assembly
c. Beaware and ensure that the ground cables on the EMI Filter assembly do not get pinched during re-
installation.

Ground Wire

Ground Wire

Figure 16: Ground Wire Identification

Roving Edge Infrastructure Device Compartments

Describes how the Roving Edge Infrastructure device uses its compartment, and how to gain information on it.

Each Roving Edge Infrastructure device contains a single compartment. This compartment also functions as your
tenancy when you are working with the device. The single compartment is fixed. Y ou cannot add or remove
compartments.

When you use the command line utilities with your device, you often must specify the compartment OCID as a
parameter of the command. Y ou can determine the OCID of your device's compartment by following either of these
procedures:

e Open acommand window on your Roving Edge Infrastructure device and enter the following:

curl -k https://ip_address: 12060/ v1/t enant s/ orei
{

"id" : "ocidl.tenancy. orei..exanpl euni quel D',
"name" : "orei"

}

The compartment OCID isthevalue of the" i d" inthe return.
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» Open abrowser connected to the Roving Edge I nfrastructure device and enter the following URL:
https://ip_address: 12060/ v1l/t enant s/ or ei
The browser displays the OCID.

Roving Edge Infrastructure Device Usage Guidelines

Describes guidelines for how much storage and CPU capacity we recommend you use for your Roving Edge
Infrastructure devices.

Follow the usage guidelines for Roving Edge Infrastructure devices described in this topic. Exceeding these
guidelines can result in performance issues and degradation.

Storage Capacity Usage
We recommend you avoid using more than 80% of your Roving Edge Infrastructure device storage capacity.
For storage capacity details, see Roving Edge Infrastructure Device Specifications on page 11.
Monitor capacity usage in the Device Console. See Roving Edge Infrastructure Device Monitoring on page 155.

Storage usage is also displayed in the node detailsin OCI when you attach your workloads. As more workloads are
attached, the amount of available space is recal culated.

Note:

Limit the workload size (sum of all object and image workloads) to 50% or
less of the usable capacity of your Roving Edge I nfrastructure devices. If
your workloads exceed this amount, you receive a warning.

CPU Usage Recommendations
Don't exceed 80% CPU utilization on your Roving Edge Infrastructure devices.

Policies for Managing Roving Edge Infrastructure

Describes how to set up policiesto create Roving Edge Infrastructure device ordersin Oracle Cloud Infrastructure
and also for enabling the provisioning and operation of your Roving Edge Infrastructure devices.

Note:

Before ordering your nodes, you must set up your policiesin Oracle Cloud
Infrastructure to allow the required user access to various features and
functionality associated with Roving Edge Infrastructure.

Allowing Access to Roving Edge Infrastructure Resources in OCI

Use the following syntax to allow your user groups access to Roving Edge Infrastructure resources in your tenancy:

al | ow group <adm n_user _group> to nmanage rover-famly in tenancy

al | ow group <adm n_user _group> to nmanage rover-nodes in tenancy

where<adm n_user _gr oup> isagroup created to manage Roving Edge Infrastructure administrators.
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Y ou can aso narrow this access to compartments. For example, if you wanted to allow a group of usersto manage all
Roving Edge Infrastructure resources in the compartment "finance" in Oracle Cloud Infrastructure, use the following:

al | ow group rover-adnins to manage rover-fanmily in conpartnent finance

al | ow group rover-adnmi ns to manage rover-nodes in conpartment finance

Allowing the Roving Edge Infrastructure Service to Attach Workloads

Setting this policy is required to grant the Roving Edge Infrastructure service read access to the buckets being
attached as workloads in your node request. This read access policy allows the generation of a manifest file
containing the information about the objects you want synced to your Roving Edge Infrastructure devices.

al |l ow service rover to read object-famly in tenancy
al | ow service rover to nmanage obj ectstorage-nanespaces i n tenancy

Note:

Y ou can narrow your access to a compartment. Ensure you give read access
to all the compartments associated with all your workload buckets. For
example, if you had two bucket workloads, onein compartment "finance"
and the other in compartment "accounts," you would set this policy for both
the compartments.

Ordering Roving Edge Infrastructure Devices Using the Console

Y ou can create policy to allow you to order and manage your Roving Edge Infrastructure device using the Create
Policy template in the OCI Console.

Open the navigation menu and click Identity & Security. Under I dentity, click Policies.
Click Create Policy. The Create Policy dialog box appears.
Complete the required fields as described in Creating a Policy.

Use the Policy Builder and select L et Users Create and M anage Roving Edge Devices under Common Policy
templates.

5. Follow the instructions displayed in the Policy Builder to configure your policy groups.
6. Click Create. Your changes go into effect typically within 10 seconds.

A wbdh PR

Allowing Your Roving Edge Infrastructure Devices Object Storage Access

This section describes the steps required to allow your Roving Edge Infrastructure device to be provisioned with
yourObject Storage workloads and to perform data synchronization while the deviceisin your possession.

Each Roving Edge Infrastructure device node functions as a resource in Oracle Cloud Infrastructure, requiring
permission to read/write buckets in your compartments within your tenancy for data sync tasks. After anodeis
submitted for provisioning, create a dynamic group containing the single node. See Managing Dynamic Groups for
more information on how to create dynamic groups.

Create a dynamic-group called "roving-edge-devices" with the matching rules below:
Al'l {resource.type='rovernode'}
Grant this dynamic-group a policy to read and write to buckets, for example:

al | ow dynami c- group rovi ng- edge-devi ces to nanage object-fanmly in tenancy
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Grant dynamic group access to the Object Storage namespace

al | ow dynami c- group rovi ng- edge-devi ces to nanage obj ect st orage- nanespaces
in tenancy

Enabling Disconnected Upgrade Bundle Delivery
To enable disconnected upgrade bundles to be delivered to your tenancy, follow these instructions:

Grant the requester object create and overwrite permissions to the destination bucket:

al | ow group <group_nane> to nmanage object-famly in conpartnent
<conpart nent _name>

Grant the object storage service in the region to manage the buckets in your tenancy:

al | ow service objectstorage-<region_identifier>to manage object-famly in
t enancy

Y ou could also create narrower permissions using:

al | ow servi ce objectstorage-<region_identifier> to nmanage object-fanily in
conpart nment <conpart nent - name>
where any {request. perni ssi on="' OBJECT_READ ,
request. perni ssi on=" OBJECT | NSPECT', request. perm ssi on=' OBJECT CREATE',
request. perm ssi on=' OBJECT_OVERWRI TE', request. perm ssi on=" OBJECT_DELETE' }

See Regions and Availability Domains for alist of region identifiers.

Enabling Certificate Management

This section describes the steps required to allow your administrators to create certificate authorities and allow your
Roving Edge Infrastructure device to access certificate management resources in the Oracle Cloud Infrastructure
Cloud.

Create apolicy for the security administrators to create vault and master key:

Al'l ow group <security-adm n-group> to manage vaults in tenancy
Al l ow group <security-admi n-group> to nanage keys in tenancy

Create apolicy for the security administrators to use the certificate authority:

Al'l ow group <security-adm n-group> to use certificate-authority-famly in
t enancy
Al'l ow group <security-adm n-group> to use key-del egate in tenancy

Create adynamic group which could be called cer ti fi cat e- aut hori t y- dynam c- gr oup with the matching
rules:

all {resource.type='certificateauthority'}
Create apolicy for the certificate authority to use keys:

Al'l ow dynami c-group certificate-authority-dynam c-group to use keys in
conpartnent <conpartnent_nane>

Create apolicy for Roving Edge Infrastructure nodes to fetch and update its certificate configurations:

Al'l ow dynarmi c-group rovi ng-edge-devices to use rover-famly in tenancy
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Create apolicy for Roving Edge Infrastructure devices to use the certificate authority and manage certificates:

Al'l ow dynarmi c-group rovi ng- edge-devi ces to manage |eaf-certificate-famly in
t enancy

Al'l ow dynami c-group rovi ng-edge-devices to use certificate-authority-famly
in tenancy

Policy Examples

Thegroup r over - adni ns isdefined to be the administrator for Roving Edge Infrastructure resources.

al l ow group rover-adnins to manage rover-famly in tenancy
al | ow group rover-adnins to manage rover-nodes in tenancy

Allow Roving Edge Infrastructure to attach workloads:

all ow group rover-adnins to read object-fanmily in tenancy
al l ow group rover-adnins to read instance-inmages in tenancy

Allow Roving Edge Infrastructure access to Object Storage:

al | ow dynani c-group rovi ng- edge-devi ces to nanage object-fanmly in tenancy
al | ow dynami c-group rovi ng- edge-devi ces to nanage obj ect st orage- nanespaces
i n tenancy

Enable disconnected upgrade bundle delivery:

all ow group rover-adnins to read object-famly in tenancy
al | ow dynani c-group rovi ng- edge-devi ces to manage object-fanmily in tenancy

Enable certificate management:

al l ow group CertificateAdni ns to manage vaults in tenancy
all ow group CertificateAdni ns to nmanage keys in tenancy
all ow group CertificateAdnins to nmanage certificate-authority-famly in

t enancy
all ow group CertificateAdnm ns to use key-del egate in tenancy
al l ow group rover-adnins to read certificate-authority-famly in tenancy
al | ow dynami c-group certificate-authority-dynanic-group to use keys in

t enancy
al | ow dynami c-group rovi ng-edge-devices to use rover-famly in tenancy
al | ow dynam c- group rovi ng- edge-devi ces to nanage |leaf-certificate-famly in
t enancy
al | ow dynami c-group rovi ng-edge-devices to use certificate-authority-famly
in tenancy

Permissions for Roving Edge Infrastructure

Describes how to set up policiesto create Roving Edge Infrastructure device ordersin Oracle Cloud Infrastructure
and also for enabling the provisioning and operation of your Roving Edge Infrastructure devices.

This topic describes the details for writing user Identity and Access Management (IAM) policies that control access
to rules for the services and features supported by your a Roving Edge Infrastructure device. It covers the following

topics:

* Block Volume
¢ Certificates

e Compute
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» Data Synchronization
» Diagnostics

e Events

e ldentity and Access Management (IAM)
e Monitoring

» Networking

e Object Storage

e System Upgrades

For more information on 1AM policy reference topics, including verbs, resources types, and general variables, see

Policy Reference in the OCI Cloud documentation.

Block Volume Permissions for Roving Edge Infrastructure

Describes the details for writing user IAM policies that control access to rules for the Block Volume service for a
Roving Edge Infrastructure device.

Resource-Types

backup- polici es

vol unes

vol ume- backups

vol une- gr oups

backup- pol i cy- assi gnnent s

vol ume- gr oup- backups

boot - vol unme- backups

vol une-attachnents

boot - vol unes

vol ume-fanily

Details for Verb + Resource-Type Combinations

The following tables show the permissions and APl operations covered by each verb. The level of accessis
cumulative asyou go fromi nspect >r ead >use >manage.

backup-policies

Verbs Permissions APIsFully Covered APIsPartially
Covered
inspect BACKUP_POLICIES INSPECT ListVolumeBackupPolicies CreateV olumeBackuplPolicyAssignir
. (also need manage
GetVolumeBackupPolicy backup-policy-
assignments)
read BACKUP_POLICIES INSPECT ListVolumeBackupPolicies None
GetVolumeBackupPolicy
use BACKUP_POLICIES INSPECT ListVolumeBackupPolicies None
GetVolumeBackupPolicy
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Verbs Permissions APIsFully Covered APIsPartially
Covered
manage BACKUP_POLICIES CREATE ListVolumeBackupPolicies None
BACKUP_POLICIES DELETE GetVolumeBackupPolicy
BACKUP_POLICIES INSPECT CreateV olumeBackupPolicy
BACKUP_POLICIES UPDATE DeleteVolumeBackupPolicy

UpdateV olumeBackupPolicy

volumes

Verbs Permissions APIsFully Covered

APIsPartially Covered

inspect VOLUME_INSPECT GetVolume
ListVolumes
GetVolumeGroup
ListVolumeGroups
GetBootVolume
GetVolumeHealth
ListVolumesHealth
GetVolumeKmsKey
GetBootVolumeKmsK ey

ListVolumeBackups (also need inspect
volume-backups)

GetVolumeBackup (also need inspect
volume-backups)

UpdateV olumeBackup (also need use
volume-backups)

DeleteVolumeBackup (also need delete
volume-backups)

GetBootVolumeBackup (also need inspect
volume-backups)

UpdateB ootV olumeBackup (also need use
volume-backups)

ListBootVolumeBackups (also need
inspect boot volume-backups)

DeleteBootV olumeBackup (also need
manage volume-backups)

GetVolumeGroupBackup (also need
inspect volume-backups)

ListVolumeGroupBackups (also need
inspect volume-backups)

UpdateV olumeGroupBackup (also need
use volume-backups)

DeleteV olumeGroupBackup (also need
manage volume-backups)

GetVolumeBackupPolicyAssetAssignment
(al'so need inspect backup-policy-
assignments)
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ValidateV olumeCreate

Verbs Permissions APIsFully Covered APIsPartially Covered

read VOLUME_INSPECT GetVolume None
ListVolumes
GetVolumeGroup
ListVolumeGroups
GetBootVolume
GetVolumeHealth
ListVolumesHealth
GetVolumeKmsKey
GetBootVolumeKmsK ey

use VOLUME_INSPECT GetVolume CreateV olumeBackup (also need manage

VOLUME_UPDATE ListVolumes volumes and manage volume-backups)
VOLUME_WRITE GetVolumeGroup ﬁfﬁﬁﬁ%ﬂ;@iﬁﬁﬁﬁ%ﬁ%ﬂﬁ

ListVolumeGroups backups)
GetBootVolume CreateV olumeGroupBackup (also need
GetVolumeHealth lr)nazz\:rll(c'i\j;pes )volum% and manage volume-
ListVolumestealth ValidateV ol umeAttachability (also need
GetVolumeKmsKey manage volumes and manage volume-
GetBootVolumeKmsK ey attachments)
UpdateV olumeGroup attachments)
UpdateBootVolume CreateVolume (also need read volume-
UpdateVolumeK msK ey backups and manage volumes)
Dacvoumay  CAELeTeCrs (e
UpdateBootV olumeKmsKey CreateBootV olume (al so need manage
DeleteBootVolumeKmsK ey volumes and read boot-volume-backups)
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Verbs Permissions APIsFully Covered APIsPartially Covered
manage VOLUME_CREATE GetVolume CreateV olumeBackup (also need manage
VOLUME DELETE ListVolumes volumes and manage volume-backups)
VOLUME_INSPECT  GetVolumeGroup CreateBootV olumeBackup (also need
manage volumes and manage volume-
VOLUME_MOVE ListVolumeGroups backups)
VOLUME_QUERY GetBootVolume CreateV olumeGroupBackup (also need
VOLUME_UPDATE  GetVolumeHealth Lnﬂigpes)v olumes and manage volume-
VOLUME_WRITE ListVolumesHealth ValidateV olumeAttachability (also need
GetVolumeKmsKey manage volumes and manage volume-
GetBootVolumeKmsK ey attechments)
UpdateVolume GetVolumeAttachability (also need
manage volumes and manage volume-
UpdateV olumeGroup attachments)
UpdateBootVolume CreateVolume (also need read volume-
UpdateVolumeK msK ey backups and manage volumes)
CreateV olumeGroup (also need manage
DeleteVolumekmsK ey volumes and read volume-backups)
UpdateBootV olumeKmsKey CreateBootV olume (al so need manage
DeleteBootVolumeKmsK ey volumes and read boot-volume-backups)
ValidateV olumeCresate ListVolumeBackups (also need inspect
DdeteVolume volumes and volume-backups)
BatchDel eteVolumes GetVolumeBackup (also need inspect
volumes and volume-backups)
DeleteV olumeGroup

DeleteBootVolume

ChangeV olumeCompartment

ChangeBootVol umeCompartmen\f

UpdateV olumeBackup (also need inspect
volumes and use volume-backups)

DeleteV olumeBackup (also need inspect
olumes and manage volume-backups)

GetBootV olumeBackup (also need inspect
volumes and volume-backups)

UpdateBootV olumeBackup (also need
inspect volumes and use volume-backups)

ListBootVolumeBackups (also need
inspect volumes and boot-volume-
backups)

DeleteBootV olumeBackup (also need
inspect volumes and manage volume-
backups)

GetVolumeGroupBackup (also need
inspect volumes and volume-backups)

ListVolumeGroupBackups (also need
inspect volumes and volume-backups)

UpdateV olumeGroupBackup (also need
inspect volumes and manage volume-
backups)

DeleteV olumeGroupBackup (also need
inspect volumes and manage volume-

Oracle Cloud Infrastructure Roving Edge Infrastructure

backups) 76
GetV olumeBackupPolicyAssetA ssignment




Roving Edge Infrastructure

volume-backups

Verbs

Permissions APIsFully Covered

APIsPartially Covered

inspect

read

VOLUME_BACKUP_INSPECTNone

VOLUME_BACKUP_INSPECTNone
VOLUME_BACKUP_READ

GetV olumeGroupBackup (also need
inspect volumes and volume-backups)

ListVolumeGroupBackups (also need
inspect volumes and volume-backups)

ListVolumeBackups (also need
inspect volumes and volume-backups)

GetVolumeBackup (also need inspect
volumes and volume- backups)

GetBootV olumeBackup (also need
inspect volumes and volume-backups)

GetV olumeGroupBackup (also need
inspect volumes and volume-backups)

ListVolumeGroupBackups (also need
inspect volumes and volume-backups)

ListVolumeBackups (also need
inspect volumes and volume-backups)

GetVolumeBackup (also need inspect
volumes and volume- backups)

GetBootV olumeBackup (also need
inspect volumes and volume-backups)

CreateV olume (also need manage
volumes and read volume-backups)

CreateV olumeGroup (also need
manage volumes and read volume-
backups)

CopyVolumeBackup (also need use
volume-backups)
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Verbs Permissions APIsFully Covered

APIsPartially Covered

use VOLUME_BACKUP_INSPECTNone
VOLUME_BACKUP_READ
VOLUME_BACKUP_UPDATE
VOLUME_BACKUP_COPY

GetVolumeGroupBackup (also need
inspect volumes and volume-backups)

ListVolumeGroupBackups (also need
inspect volumes and volume-backups)

ListVolumeBackups (also need
inspect volumes and volume-backups)

GetVolumeBackup (also need inspect
volumes and volume- backups)

GetBootV olumeBackup (also need
inspect volumes and volume-backups)

CreateVolume (also need manage
volumes and read volume- backups)

CreateVolumeGroup (also need
manage volumes and read volume-
backups)

CopyVolumeBackup (also need use
volume-backups)

UpdateV olumeBackup (also need
inspect volume and use volume-
backups)

UpdateV olumeGroupBackup (also
need inspect volume and use volume-
backups)

UpdateBootV olumeBackup (also
need inspect volume and use volume-
backups)
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Verbs Permissions APIsFully Covered

APIsPartially Covered

manage VOLUME_BACKUP_INSPECTDeleteV olumeBackupChange
VOLUME_BACKUP_QUERY VolumeBackupCompartment
VOLUME_BACKUP_READ
VOLUME_BACKUP_UPDATE
VOLUME_BACKUP_COPY
VOLUME_BACKUP_CREATE
VOLUME_BACKUP_DELETE
VOLUME_BACKUP_MOVE

GetVolumeGroupBackup (also need
inspect volumes and volume-backups)

ListVolumeGroupBackups (also need
inspect volumes and volume-backups)

ListVolumeBackups (also need
inspect volumes and volume-backups)

GetVolumeBackup (also need inspect
volumes and volume- backups)

GetBootV olumeBackup (also need
inspect volumes and volume-backups)

CreateVolume (also need manage
volumes and read volume-backups)

CreateVolumeGroup (also need
manage volumes and read volume-
backups)

CopyVolumeBackup (also need use
volume-backups)

UpdateV olumeBackup (also need
inspect volume and use volume-
backups)

UpdateV olumeGroupBackup (also
need inspect volume and use volume-
backups)

UpdateBootV olumeBackup (also
need inspect volume and use volume-
backups)

CreateCrossRegionBackup (manage
volume-backups and manage boot-
volume-backups)

CreateV olumeBackup (also need
manage volume-backups and manage-
volumes)

CreateV olumeGroupBackup (also
need manage volume-backups and
manage-volumes)

CreateBootV olumeBackup (also need
manage volume-backups and manage-
volumes)

DeleteV olumeGroupBackup (also
need manage volume-backups and
inspect volumes)

DeleteBootVolumeBackup (also need
manage volume-backups and inspect
volumes)
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volume-groups

VOLUME_GROUP_DELETE
VOLUME_GROUP_INSPECT
VOLUME_GROUP_MOVE

VOLUME_GROUP_UPDATE

ChangeV olumeGroupCompartment

Verbs Permissions APIsFully Covered APlsPartially
Covered

inspect VOLUME_GROUP_INSPECT None None

read VOLUME_GROUP_INSPECT None None

use VOLUME_GROUP_INSPECT None None

manage VOLUME_GROUP_CREATE DeleteV olumeGroup None

backup-policy-assignments

Verbs Permissions APIsFully Covered

APIsPartially Covered

BACKUP_POLICY_ASSIGNMENT_DELETE

(also need inspect
volumes and inspect
backup-policy-
assignments)

read BACKUP_POLICY_ASSIGNMENT _I|g8BEalTimeBackupPolicyAssignmentNone

use BACKUP_POLICY_ASSIGNMENT _I|g8BEalTimeBackupPolicyAssignmentNone

(Sn so need inspect backup-

policies)

inspect BACKUP_POLICY_ASSIGNMENT _ I ig8BEaITmeBackupPolicy A ssignment GetV olumeBackupPolicy ApsetA ssignme

manage  BACKUP_POLICY_ASSIGNMENT I Iig8BEaTmeBackupPolicyAssignment CreateV ol umeBackupPoliclyAssignment
BACKUP_POLICY_ASSIGNMENT_(pgté@%ol umeBackupPolicyAssignm

volume-group-backups

Verbs Permissions APIsFully Covered APIs
Partially
Covered
inspect VOLUME_GROUP_BACKUP_INSPECT  None None
read VOLUME_GROUP_BACKUP_INSPECT  None None
use VOLUME_GROUP_BACKUP_INSPECT  None None
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Verbs Permissions APIsFully Covered

APIs
Partially
Covered

VOLUME_GROUP_BACKUP_MOVE DeleteV olumeGroupBackup
VOLUME_GROUP _BACKUP_UPDATE
VOLUME_GROUP _BACKUP_CREATE
VOLUME_GROUP _BACKUP_DELETE

manage VOLUME_GROUP_BACKUP_INSPECT  ChangeV olumeGroupBackupCompartment None

boot-volume-backups

Verbs Permissions APIsFully Covered

APIs
Partially
Covered

inspect  BOOT_VOLUME_BACKUP_INSPECT  None

read BOOT_VOLUME_BACKUP_INSPECT  None
BOOT_VOLUME_BACKUP_READ

ListBootV olumeBackups
(also need
inspect
volumes)

GetBootVolumeBackup
(also need
inspect
volumes)

ListBootV olumeBackups
(also need
inspect
volumes)

GetBootVolumeBackup
(also need
inspect
volumes)

CreateBootVollime
(also need
manage
volumes)

CopyBootVolumeBackup
(also need
copy boot-
volume-
backups)
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Verbs Permissions

APIsFully Covered

APIs
Partially
Covered

use BOOT_VOLUME_BACKUP_INSPECT
BOOT_VOLUME_BACKUP_READ
BOOT_VOLUME_BACKUP_COPY
BOOT_VOLUME_BACKUP_UPDATE

None

ListBootVolumeBackups

(also need
inspect
volumes)
GetBootVolum
(also need
inspect
volumes)

bBackup

CreateBootVollime

(also need
manage
volumes)

CopyBootV olumeBackup

(also need
copy boot-
volume-
backups)

UpdateBootVol
(also need
inspect
volumes)

umeBackup
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Verbs Permissions

APIsFully Covered

APIs
Partially
Covered

manage BOOT_VOLUME_BACKUP_INSPECT
BOOT_VOLUME_BACKUP_READ
BOOT_VOLUME_BACKUP_COPY
BOOT_VOLUME_BACKUP_UPDATE
BOOT_VOLUME_BACKUP_CREATE
BOOT_VOLUME_BACKUP DELETE
BOOT_VOLUME_BACKUP_MOVE

ChangeBootV olumeBackupCompartment

ListBootVolum
(also need
inspect
volumes)
GetBootVolum
(also need
inspect
volumes)

EBackups

bBackup

CreateBootVollime

(also need
manage
volumes)

CopyBootV olumeBackup

(also need
copy boot-
volume-
backups)

UpdateBootVol
(also need
inspect
volumes)

umeBackup

CreateCrossRegionBackup

(also need
manage
volume-
backups)

CreateBootV ol fimeBackup

(also need use
volumes)

DeleteBootV ol imeBackup

(also need
inspect
volumes)

volume-attachments

Verbs Permissions

APIsFully
Covered

APIsPartially Covered

manage VOLUME_ATTACHMENT_CREATE

None

getVolumeAttachability (also need

manage volumes)

ValidateVolumeAttachability (also need

manage volumes)
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boot-volumes

Verbs Permissions APIsFully Covered APIlsPartially
Covered
manage ListVolumeBackupPolicies ChangeBootV olumeCompartment None
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volume-family

Verbs Permissions APIsFully Covered APIs
Partially
Covered

inspect BACKUP_POLICIES INSPECT ListVolumeBackupPolicies CreateV olumeBackupPolicyA
BACKUP _POLICY ASSIGNMENT_INSPERIVolumeBackupPolicy S;" asnoagged
BOOT_VOLUME BACKUP_INSPECT  GetVolumeBackupPolicyAssignment backup-

VOLUME_BACKUP_INSPECT GetBootVolumeK msK ey policy-
assignments)
VOLUME_GROUP BACKUP_INSPECT ListVolumesGetVolume GetvolumeBackupPolicyAss
VOLUME_GROUP_INSPECT GetV olumeGroup (also need
VOLUME_INSPECT ListVolumeGroups Inspect
volumes)
GetBootVolume

ListBootVolumeBackups
ListBootVolumes (also need

ListVolumesHealth Inspect
volumes)
GetVolumeHealth GetBootVolumgBackup

GetVolumeKmsKey (also need
inspect
volumes)

GetVolumeGroppBackup
(also need
inspect
volumes)

ListVolumeGrdupBackups
(also need
inspect
volumes)

ListVolumeBagkups
(also need
inspect
volumes)

GetVolumeBackup
(also need
inspect
volumes)

DeleteV olumeBackup
(also need
manage
volume-
backups)

UpdateV olumesroupBackup
(also need
use volume-
backups)

DeleteV olumeGroupBackup
(also need
manage
volume-
backups)
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VOLUME_INSPECT

ListBootVolum
(also need
inspect
volumes)
GetBootVolum
(also need
inspect
volumes)
GetVolumeGro|
(also need
inspect
volumes)
ListVolumeGrd
(also need
inspect
volumes)
ListVolumeBag
(also need
inspect
volumes)
GetVolumeBac]
(also need
inspect
volumes)
DeleteVolumeH
(also need
manage
volume-
backups)

UpdateV ol umef
(also need
use volume-
backups)

DeleteVolumed
(also need
manage
volume-
backups)

UpdateV olumel

Verbs Permissions APIsFully Covered APIls
Partially
Covered
read BACKUP_POLICIES INSPECT CreateV olumeBackupPolicyA
BACKUP_POLICY_ASSIGNMENT _INSPECT (also need
manage
BOOT_VOLUME_BACKUP_INSPECT backup-
BOOT_VOLUME_BACKUP_READ policy-
assignments)
VOLUME_BACKUP_READ GetV olumeBackupPolicyA s
VOLUME_GROUP_BACKUP_INSPECT (also need
VOLUME_GROUP_INSPECT nspect
volumes)

EBackups

bBackup

LipBackup

upBackups

kups

kup

ackup

SroupBackup

broupBackup

Backup
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VOLUME_BACKUP_UPDATE
VOLUME_GROUP_BACKUP_INSPECT
VOLUME_GROUP_INSPECT
VOLUME_INSPECT

ListBootVolum
(also need
inspect
volumes)
GetBootVolum
(also need
inspect
volumes)
GetVolumeGro|
(also need
inspect
volumes)
ListVolumeGrd
(also need
inspect
volumes)
ListVolumeBag
(also need
inspect
volumes)
GetVolumeBac]
(also need
inspect
volumes)
DeleteVolumeH
(also need
manage
volume-
backups)

UpdateV ol umef
(also need
use volume-
backups)

DeleteVolumed
(also need
manage
volume-
backups)

UpdateV olumel

Verbs Permissions APIsFully Covered APIls
Partially
Covered
use BACKUP_POLICIES_INSPECT UpdateBootV olumeKmsK ey CreateV olumeBackupPolicy A
BACKUP POLICY ASSIGNMENT_INSPE&IeteBootV olumek msK ey S]" ;Oagsed
BOOT_VOLUME BACKUP_COPY UpdateV olumeGroup backup-
BOOT_VOLUME_BACKUP INSPECT  UpdateVolume policy-
assignments)
BOOT _VOLUME BACKUP_READ UpdateBootVolume GetVolumeBackupPolicyAss
BOOT_VOLUME BACKUP_UPDATE  UpdateVolumeKmsKey (also need
VOLUME_BACKUP READ DeleteVolumeKmsK ey nspect
volumes)

EBackups

bBackup

LipBackup

upBackups

kups

kup

ackup

SroupBackup

broupBackup

Backup
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BOOT_VOLUME_BACKUP_COPY

VOLUME_CREATE
VOLUME_DELETE

CreateVolumeBackupPolicy

ListBootVolum

Verbs Permissions APIsFully Covered APIls
Partially
Covered
manage  BACKUP_POLICIES CREATE UpdateBootVolumeKmsK ey CreateV olumeBackupPolicyA
BACKUP POLICIES DELETE DeleteBootVolumeK msK ey S]";Oagged
BACKUP_POLICIES INSPECT UpdateV olumeGroup backup-
BACKUP_POLICIES UPDATE UpdateVolume policy-
assignments)
BACKUP_POLICY _ASSIGNMENT_CREATjElateBootVolume GetvolumeBackupPolicyAss
BACKUP_POLICY ASSIGNMENT _DEL BFftiateV/olumeKmsK ey (also need
BACKUP _POLICY ASSIGNMENT_INSPE&IeteV olumek msKey 'V'Lﬁerﬁ;)

EBackups

Oracle Cloud Inf régﬁlala’% %e%&%ﬁgglpd?l’%%cture
VOLUME_INSPECT

BOOT_VOLUME BACKUP _CREATE  DeleteVolumeBackupPolicy (also need
BOOT VOLUME _BACKUP DELETE  UpdateVolumeBackupPolicy 'V'Lﬁerﬁ;)
BOOT_VOLUME BACKUP_INSPECT DeleteVolumeBackupPolicyAssignment GetBootVolumpBackup
BOOT_VOLUME BACKUP_MOVE ChangeBootV olumeBackupCompartment  (also need
BOOT_VOLUME_BACKUP_READ ChangeBootV olumeCompartment 'V'Lﬁerﬁ;)
BOOT VOLUME BACKUP UPDATE  DeleteVolumeBackup GetvolumeGrolpBackup
BOOT_VOLUME_CREATE ChangeV olumeBackupCompartment (also need
BOOT VOLUME DELETE DeleteV/olumeGroup nspect
volumes)
BOOT _VOLUME_MOVE DeleteVolume ListVolumeGraupBackups
VOLUME _ATTACHMENT CREATE  BatchDeleteVolumes (also need
VOLUME_ATTACHMENT DELETE  DeleteBootVolume nspect
volumes)
VOLUME_BACKUP_COPY DeleteV olumeGroupBackup ListVolumeBadkups
VOLUME_BACKUP_CREATE ChangeV olumeGroupBackupCompartment (also need
VOLUME_BACKUP DELETE ChangeV/ ol umeGroupCompartment 'V'Lﬁerﬁ;)
VOLUME_BACKUP _MOVE ChangeV ol umeCompartment GetvolumeBackup
VOLUME_BACKUP READ (also need
VOLUME_BACKUP UPDATE Inspect
- - volumes)
DeleteV olumeBackup
(also need
VOLUME_GROUP BACKUP _CREATE manage
— - - volume-
VOLUME_GROUP BACKUP DELETE backups)
VOLUME_GROUP_BACKUP_INSPECT UpdateV olumesroupBackup
VOLUME_GROUP BACKUP_MOVE (also need
use volume-
VOLUME_GROUP BACKUP UPDATE backups)
VOLUME_GROUP_CREATE DeleteV olumeGroupBackup
VOLUME_GROUP DELETE (also need
. | manage
VOLUME_GROUP_INSPECT volume-
VOLUME_GROUP MOVE backups)
UpdateV olumeBackup
(dsoneed 88
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Certificates Permissions for Roving Edge Infrastructure
Describes the details for writing user IAM policies that control access to rules for the Certificates service for a Roving

Edge Infrastructure device.

Resource-Types
|l eaf-certificates
| eaf-certificates-csr

| eaf -certificate-fanmly

Details for Verb + Resource-Type Combinations

The following tables show the permissions and API operations covered by each verb. The level of accessis
cumulative asyou go fromi nspect >r ead >use >manage.

leaf-certificates

Verbs Permissions APIsFully Covered APIs Partially
Covered
inspect CERTIFICATE_READ ViewCertificate None
ViewCertificateWorkRequest
read CERTIFICATE _READ ViewCertificate None
ViewCertificateWorkRequest
manage CERTIFICATE_READ ViewCertificate None
CERTIFICATE_RENEW ViewCertificateWorkReguest
CERTIFICATE_IMPORT RenewCertificate
CERTIFICATE_CREATE ImportCertificate
CreateCertificate
leaf-certificates-csr
Verbs Permissions APIsFully Covered APIsPartially
Covered
inspect CSR_READ ViewCertificateSigningReguest None
read CSR_READ ViewCertificateSigningReguest None
manage CSR_READ ViewCertificateSigningReguest None

CSR_CREATE

CreateCertificateSigningRequest
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leaf-certificate-family

CERTIFICATE_RENEW
CERTIFICATE_IMPORT
CERTIFICATE_CREATE
CSR_READ
CSR_CREATE

Verbs Permissions APIsFully Covered APIsPartially
Covered
inspect CERTIFICATE_READ ViewCertificate None
CSR_READ ViewCertificate
WorkRequest
ViewCertificate
SigningRequest
read CERTIFICATE _READ ViewCertificate None
CSR_READ ViewCertificate
WorkRequest
ViewCertificate
SigningRequest
manage CERTIFICATE_READ ViewCertificate None

ViewCertificateWorkRequest
RenewCertificate
ImportCertificate
CreateCertificate
ViewCertificateSigningReguest
CreateCertificateSigningRequest

Compute Permissions for Roving Edge Infrastructure

Describes the details for writing user IAM policiesthat control access to rules for the Compute service for a Roving

Edge Infrastructure device.

Resource-Types

i nstances

consol e-hi stories

i nst ance-consol e-connecti ons
i nstance-i nages
conput e- wor k- r equest

i nstance-fanily

Details for Verb + Resource-Type Combinations

The following tables show the permissions and API operations covered by each verb. The level of accessis
cumulative asyou go fromi nspect >r ead >use >manage.
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instances

Verbs Permissions

APIsFully Covered

APIlsPartially
Covered

inspect INSTANCE_INSPECT

ListShapes

ListInstances

GetConsoleHistory
(also need inspect
console-histories)

ListConsoleHistorie;
(also need inspect
console-histories)

ListV nicAttachments

(also need read
vnic-attachments)

ListVolumeAttachm
(also need inspect
volumes and

inspect volume-
attachments)

GetVolumeAttachm
(also need inspect
volumes and

inspect volume-
attachments)

ents

ent

ListBootVolumeAttgchments

(also need inspect
volumes and
inspect volume-
attachments)

GetBootV olumeAtta
(also need inspect
volumes and

inspect volume-
attachments)

ListInstanceConsolg
(also need inspect
instance-consol e-
connections)

ichment

(Connections
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Verbs Permissions APIsFully Covered APlsPartially
Covered
read INSTANCE_INSPECT ListShapes GetConsoleHistory
INSTANCE_READ Listinstances (also need inspect

console-histories)

Getlnstance ListConsoleHistorie;
GetWindowsl nstancel nitial Credentials ~ (also need inspect

GetlnstanceDefaultCredentials console-histories)
ListVnicAttachments
(also need read
vnic-attachments)

"z

ListlnstanceDevices

ListVolumeAttachments
(also need inspect
volumes and
inspect volume-
attachments)

GetV olumeAttachmpnt
(also need inspect
volumes and
inspect volume-
attachments)

ListBootV olumeAttégchments
(also need inspect
volumes and
inspect volume-
attachments)

GetBootV olumeAttachment
(also need inspect
volumes and
inspect volume-
attachments)

ListInstanceConsolgConnections
(also need inspect
instance-console-
connections)

CaptureConsoleHistpry
(also need manage
console-histories
and read instance-
images)

GetConsoleHistoryCGontent
(also need read
console-histories
and read instance-
images)

Createl nstanceConspleConnection
(also need manage
instance-console-
connections)

GetInstanceConsol efConnection
(also need read
instance-consol e-
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Verbs Permissions

APIsFully Covered

APlsPartially
Covered

use INSTANCE_ATTACH_VOLUME
INSTANCE_CREATE_IMAGE
INSTANCE_DETACH_VOLUME
INSTANCE_INSPECT
INSTANCE_POWER_ACTIONS
INSTANCE_READ
INSTANCE_UPDATE

ListShapes

ListInstances

Getlnstance

GetWindowsl nstancel nitial Credentials
GetlnstanceDefaultCredentials
ListInstanceDevices

InstanceAction

Updatel nstance

GetConsoleHistory
(also need inspect
console-histories)

ListConsoleHistorief
(also need inspect
console-histories)

ListV nicAttachments

(also need read
vnic-attachments)

ListVolumeAttachm
(also need inspect
volumes and
inspect volume-
attachments)

GetVolumeAttachm
(also need inspect
volumes and

inspect volume-
attachments)

"z

ents

ent

ListBootVolumeAttgchments

(also need inspect
volumes and
inspect volume-
attachments)

GetBootV olumeAtte
(also need inspect
volumes and
inspect volume-
attachments)

ListInstanceConsolg
(also need inspect
instance-console-
connections)

CaptureConsoleHist
(also need manage
console-histories
and read instance-
images)

GetConsoleHistoryd
(also need read
console-histories
and read instance-
images)

Createl nstanceCons|
(also need manage
instance-console-
connections)

GetlnstanceConsol f
(also need read
instance-consol e-

ichment

(Connections

pry

ontent

bleConnection

Connection
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Verbs Permissions APIsFully Covered

APlsPartially
Covered

manage  INSTANCE_ATTACH_SECONDARY _MN#(Shapes
INSTANCE_ATTACH_VOLUME ListInstances

INSTANCE_CREATE Getlnstance
INSTANCE_CREATE_IMAGE GetWindowsl nstancel nitial Credentials
INSTANCE DELETE GetlnstanceDefaultCredentials
INSTANCE _DETACH_SECONDARY _MN#InstanceDevices
INSTANCE_DETACH_VOLUME InstanceAction
INSTANCE_INSPECT Updatel nstance

INSTANCE_MOVE
INSTANCE_POWER_ACTIONS
INSTANCE_READ

INSTANCE_UPDATE
COMPUTE_WORK_REQUEST CREATE
COMPUTE_WORK_REQUEST _INSPECT
COMPUTE_WORK_REQUEST READ

GetConsoleHistory
(also need inspect
console-histories)

ListConsoleHistorief
(also need inspect
console-histories)

ListV nicAttachments

(also need read
vnic-attachments)

ListVolumeAttachm
(also need inspect
volumes and
inspect volume-
attachments)

GetVolumeAttachm
(also need inspect
volumes and

inspect volume-
attachments)

"z

ents

ent

ListBootVolumeAttgchments

(also need inspect
volumes and
inspect volume-
attachments)

GetBootV olumeAtte
(also need inspect
volumes and

inspect volume-
attachments)

ListInstanceConsolg
(also need inspect
instance-console-
connections)

CaptureConsoleHist
(also need manage
console-histories
and read instance-
images)

GetConsoleHistoryd
(also need read
console-histories
and read instance-
images)

Createl nstanceCons|
(also need manage
instance-console-
connections)

GetlnstanceConsol f
(also need read
instance-consol e-

ichment

(Connections

pry

ontent

bleConnection

Connection
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console-histories

Verbs

Permissions

APIsFully
Covered

APIsPartially Covered

inspect

read

use

manage

CONSOLE_HISTORY _INSPECT

CONSOLE_HISTORY_INSPECT
COMPUTE_WORK_REQUEST_READ

CONSOLE_HISTORY_INSPECT
COMPUTE_WORK_REQUEST_READ

CONSOLE_HISTORY _INSPECT
CONSOLE_HISTORY_READ

CONSOLE_HISTORY_CREATE
CONSOLE_HISTORY_DELETE

None

None

None

Del eteConsol eHiGetgonsol eHistory (also need inspect
UpdateConsol eH |n§ory

GetConsoleHistory (also need inspect
instances)

ListConsoleHistories (also need inspect
instances)

GetConsoleHistory (also need inspect
instances)

ListConsoleHistories (also need inspect
instances)

GetConsoleHistoryContent (also need read
instances and read instance-images)

GetConsoleHistory (also need inspect
instances)

ListConsoleHistories (also need inspect
instances)

GetConsoleHistoryContent (also need read
instances and read instance-images)

ances)

ListConsoleHistories (also need inspect
instances)

GetConsoleHistoryContent (al so need read
instances and read instance-images)

CaptureConsoleHistory (also need read
instances and read instance-images)

instance-console-connections

Verbs

Permissions

APIsFully Covered

APIsPartially
Covered

inspect

read

INSTANCE_CONSOLE_CONNECTIONpHhaPECT

INSTANCE_CONSOLE_CONNECTIONNOSPECT
INSTANCE_CONSOLE_CONNECTION_READ

ListInstanceConsol g
(also need inspect
instances)

ListInstanceConsolg
(also need inspect
instances)

Getl nstanceConsol &f
(also need read

(Connections

[Connections

Connection

instances)
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Verbs Permissions

APIsFully Covered

APlsPartially
Covered

use INSTANCE_CONSOLE_CONNECTIONNOBPECT
INSTANCE_CONSOLE_CONNECTION_READ

manage INSTANCE_CONSOLE_CONNECTIONUpdsEEStanceConsol eConnection
INSTANCE_CONSOLE_CONNECTION DristdnstanceConsol eConnection
INSTANCE_CONSOLE_CONNECTION_UPDATE

ListInstanceConsolg
(also need inspect
instances)

GetlnstanceConsol f
(also need read
instances)

ListInstanceConsolg
(also need inspect
instances)

GetlnstanceConsol f

INSTANCE_CONSOLE_CONNECTION_CREATE (also need read
INSTANCE_CONSOLE_CONNECTION_DELETE instances)
Createl nstanceCong
(also need read
instances)
instance-images
Verbs Permissions APIsFully Covered APIs
Partially
Covered
inspect  INSTANCE_IMAGE_INSPECT Listimages None
Getlmage
GetlmageShapeCompatibility
ListimageShapeCompatibilities
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Verbs Permissions APIsFully Covered APIls
Partially
Covered

read INSTANCE_CONSOLE_CONNECTION_ I NBHBE@fes Launchinstancd
INSTANCE_CONSOLE_CONNECTION_RE#[nage (also need
manage
GetlmageShapeCompatibility instances,
. N manage
ListimageShapeCompatibilities instance-
images, use
vnics, and use
subnets)

CaptureConsolgHistory
(also need
read console-
histories and
read instances)

GetConsol eHis{oryContent
(also need
read console-
histories and
read instances)

Exportlmage
(also need
manage
objects)

use INSTANCE_IMAGE_INSPECT Listimages Launchinstancd
INSTANCE_IMAGE_READ Getlmage (also need
manage
INSTANCE_IMAGE_UPDATE Getl mageShapeCompatibility instances,
. N manage
ListimageShapeCompatibilities instance-
Updatel mage images, use
- vnics, and use
AddImageShapeCompatibility subnets)

Removel mageShapeCompatibility CaptureConsoldHistory

(also need
read console-
histories and
read instances)

GetConsoleHis{oryContent
(also need
read console-
histories and
read instances)

Exportlmage
(also need
manage
objects)
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Verbs

Permissions

APIsFully Covered

APIs
Partially
Covered

manage

INSTANCE_IMAGE_INSPECT
INSTANCE_IMAGE_READ
INSTANCE_IMAGE_UPDATE
INSTANCE_IMAGE_MOVE
INSTANCE_IMAGE_CREATE
INSTANCE_IMAGE_DELETE

Listimages

Getlmage
GetlmageShapeCompatibility
ListimageShapeCompatibilities
Updatel mage
AddImageShapeCompatibility

COMPUTE_WORK_REQUEST_CREATE Removel mageShapeCompatibility
COMPUTE_WORK_REQUEST_DELETE Deletelmage

COMPUTE_WORK_REQUEST INSPECT
COMPUTE_WORK_REQUEST READ

Launchlnstancs
(also need
manage
instances,
manage
instance-
images, use
vnics, and use
subnets)

CaptureConsol§
(also need
read console-
histories and
read instances)

History

GetConsol eHis{oryContent

(also need
read console-
histories and
read instances)

Createlmage
(also need
use instances,
manage
instances,
and manage
instance-
images)

Terminatel nstafpce

(also need
use vhics,
use subnets,
and manage
instances; also
need manage
volume-
attachments
and use
volumesiif
avolumeis
attached)

GetWorkRequs
ListWorkRequg
and
ListWorkRequg
(for work
requests
related to
instance-
images
resource
types. All
also need the

S,
IStErrors,

St ogs
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compute-work-request

Verbs Permissions APIsFully Covered APIs
Partially
Covered
inspect COMPUTE_WORK_REQUEST _INSPECT ListWorkrequests None
read COMPUTE_WORK_REQUEST READ  ListWorkrequests None
GetWorkRequest
ListWorkrequestErrors
ListWorkrequestL ogs
instance-family
Verbs Permissions APIsFully Covered APIs
Partially
Covered
inspect INSTANCE_INSPECT ListShapes ListVolumeAttachments
CONSOLE_HISTORY _INSPECT Listinstances ff;oegeed
INSTANCE_CONSOLE_CONNECTION_INSPE®DhsoleHistory volumes)
INSTANCE_IMAGE_INSPECT ListConsoleHistories GetV olumeAfttachment
VNIC_READ Listimages (also need
inspect
VNIC ATTACHMENT_READ ListInstanceConsoleConnections volumes)
VOLUME_ATTACHMENT_INSPECT Getlmage ListBootVolymeA ttachmen
I (also need
GetlmageShapeCompatibility inspect
ListlmageShapeCompatibilities volumes)
ListVnicAttachments GetBootV ol ymeAttachmen
(also need
inspect
volumes)
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Verbs

Permissions

APIsFully Covered

APIs
Partially
Covered

read

INSTANCE_INSPECT
INSTANCE_READ
CONSOLE_HISTORY_INSPECT
CONSOLE_HISTORY_READ

ListShapes

ListInstances

Getlnstance

GetWindowsl nstancel nitial Credentials

INSTANCE_CONSOLE_CONNECTION_INSEH®ianceDefaultCredential s
INSTANCE_CONSOLE_CONNECTION_RHEAdiI nstanceDevices

INSTANCE_IMAGE_INSPECT
INSTANCE_IMAGE_READ
VNIC_READ
VNIC_ATTACHMENT_READ
VOLUME_ATTACHMENT_INSPECT
VOLUME_ATTACHMENT_READ

GetConsol eHistoryContent
ListConsoleHistories

Getl nstanceConsoleConnection
ListInstanceConsoleConnections
Listimages

Getlmage
GetlmageShapeCompatibility
ListlmageShapeCompatibilities
ListVnicAttachments

ListVolumeA
(also need
inspect
volumes)

GetVolumeA
(also need
inspect
volumes)

ListBootVolu
(also need
inspect
volumes)

GetBootVolu
(also need
inspect
volumes)

CaptureCong
(also need
manage
console-
histories)

Createl nstang
(also need
manage
instance-
console-
connections)

Launchinstar
(also need
manage
instances,
manage
instance-
images, use
vnics, and
use subnets)

Exportimage
(also need
manage
objects)

ttachments

ttachment

meAttachmer

meA ttachmen

bl eHistory

eConsoleCon
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Verbs

Permissions

APIsFully Covered

APIs
Partially
Covered

use

INSTANCE_ATTACH_VOLUME
INSTANCE_CREATE_IMAGE
INSTANCE_DETACH_VOLUME
INSTANCE_INSPECT
INSTANCE_POWER_ACTIONS
INSTANCE_READ
INSTANCE_UPDATE
CONSOLE_HISTORY_INSPECT
CONSOLE_HISTORY_READ

ListShapes

ListInstances

Getlnstance

GetWindowsl nstancel nitial Credentials
GetlnstanceDefaultCredentias
ListInstanceDevices

InstanceAction

Updatel nstance

GetConsol eHistoryContent

INSTANCE_CONSOLE_CONNECTION_INISEEtihsoleHistories
INSTANCE_CONSOLE_CONNECTION_REZenstanceConsoleConnection

INSTANCE_IMAGE_INSPECT
INSTANCE_IMAGE_READ
INSTANCE_IMAGE_UPDATE
VNIC_READ
VNIC_ATTACHMENT_READ
VOLUME_ATTACHMENT_INSPECT
VOLUME_ATTACHMENT_READ
VNIC_ATTACH

VNIC_DETACH
VOLUME_ATTACHMENT_UPDATE

ListInstanceConsoleConnections
Listimages

Getlmage
GetlmageShapeCompatibility
ListlmageShapeCompatibilities
Updatel mage
AddImageShapeCompatibility
Removel mageShapeCompatibility
ListVnicAttachments

ListVolumeA
(also need
inspect
volumes)

GetVolumeA
(also need
inspect
volumes)

ListBootVolu
(also need
inspect
volumes)

GetBootVolu
(also need
inspect
volumes)

CaptureCong
(also need
manage
console-
histories)

Createl nstang
(also need
manage
instance-
console-
connections)

AttachBootV
(also need
manage
volume-
attachments)

AttachVoluni
(also need
manage
volume-
attachments)

Createlmage
(also need
manage
instance-
images and
manage
instances)

DetachBootV
(also need
manage
volume-
attachments)
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ttachments

ttachment

me